IIpuka3 ®AIICH ot 13 urons 2001 r. Ne 152
«00 yrBepxkaenun MHcTpyKkum 00 opranu3anuu u odecneyeHnu 0e30macHOCTH
XpaHeHHUs, 00padO0TKHU M NepeIavyu 0 KAHAJIAM CBA3M € HCIOJIb30BAHUEM CPEACTB
KpUITOrpapu4ecKo 3aluThl HHPOPMALMH ¢ OrPAHMYEHHBIM J0CTYIIOM, He
coJaepskaluei CBeleHU, COCTABIAIOIIMX IOCYAaPCTBEHHYIO TallHy»

B coorBercTtBuM ¢ DenepanbHbiM 3akoHOM OT 20 depans 1995 r. Ne 24-d3 «O6
uHdopmaiuy, uHPOpMaTHU3alMK U 3amure uHbopmanuu»*, 3akoHoM Poccuiickoi
Oenepaunn ot 19 ¢despans 1993 1. Ne 4524-1 «O ¢enepanbHbIXx OpraHax
MPaBUTEILCTBEHHON CBsI3M U uMHbopMmamuu»** u [lonoxeHuem o mopsiake pa3pabOTKH,
MIPOU3BOJICTBA, peaIU3alMd W HCIOJIB30BAHUS CPEACTB KPHUNTOrpapUUEeCcKOr 3aIiuThl
uH(pOpMAIMU C OTPaHUYECHHBIM JOCTYIIOM, HE COJAEp Kallell CBEJEHUM, COCTaBIISIOIIMX
rocynapctBeHnyto Tainy (ITonoxenue 11K3-99), yreepxaenuasim npukazom OAIICHU ot 23
ceHTsA0pss 1999 r. No 158, 3apeructpupoBaHHbiIM MHUHHUCTEPCTBOM IOoCcTUIIMU Poccuiickoii
deneparun 28 aexabps 1999 r., peructpanmonubiii Ne 2029*** ¢ nenpio onpeneneHus
NopsJIKa OpraHu3aluy U o0ecrieyeHus: 6€30MacHOCTH XpaHEeHUsl, 00pabOTKU U Mepeaadu 1o
KaHaJlaM CBSI3U C MCIIOJIb30BAHUEM CPEJCTB KpUITOrpaduueckoi 3amuThl HHGOpMALUU €
OTpaHUYEHHBIM JIOCTYIIOM, HE COJEpXalleil CBE€JEeHUMN, COCTABIIAIOIINX FOCYJaPCTBEHHYIO
TaliHy IPUKA3bIBAO:

YrBepautb UHCTpyKIuio 00 opraHu3aiuy U o0ecrnedyeHu 0€30MacHOCTH XpaHEHUs,
00paboTKH U NIepeiauu 1o KaHajlaM CBSI3H C UCIOJIb30BAHUEM CPEJCTB KpUNTOrpaduyecKon
3alUThl  HMHQOpPMALMU C OrPaHUYCHHBIM JOCTYIIOM, HE COJEp)Kalleld CBEICHUH,
COCTaBIIAIOIINX TOCYAAPCTBEHHYIO TaliHy (IIpHUJiaraeTcs).

I'enepanbHbIi TUPEKTOP ATEHTCTBA B. Martroxun

* CoOpanue 3akoHoaaTenbcTBa Poccuiickoit denepanmu, 1995, Ne 8, ¢1.609.

** Benomoctu Chesnia HapoHbIX aenyTaToB Poccuiickoit deneparuu u BepxoBHoro
Coserta Poccuiickoit @enepanuu, 1993, Ne 12, c1.423.

% «Poccumiickas razetay, 2000, 26 sHBaps.

3apeructpupoBanHo B Muntocte P® 6 asrycra 2001 r.
Perucrpannonnsiii Ne 2848
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Ipuioxenue
k npukazy PAIICH PP
ot 13 urons 2001 r. Ne 152

HNucTpykuus
00 opraHu3anmMu 1 odecnevyeHnH 0e30MACHOCTH XPaHEHUs, 00pad0TKHU M nepeaavu mo
KAHAJIaM CBSI3M € HCIOJb30BAHMEM CPEACTB KPUNTOrPAa(U4eCKOoi 3alUThI
HH(OPMAUU C OTPAHUYECHHBIM J0CTYIIOM, HE COAepP Kalleld CBeIeHU,
COCTABJIAIOIIMX IrOCYAAPCTBEHHYI0 TAHHY

I. O01mue mosoxkeHus

1. Hacrosmas WHCTpykuus omnpenenser €auHbld Ha Tepputropun Poccuiickoi
deneparuy NOPsAIOK OpraHU3aluyl U o0ecredeHus: 0€30MacCHOCTH XpaHeHUsI, 00pabOTKH U
nepesaun Mo KaHajgam CBsI3U ¢ ucnofib3oBaHueMm ceptuduumpoBanubix AIICH cpencts
Kpunrorpadguyeckoi 3amuThl (IUU(POBATBHBIX CPEICTB) MOAJIEKAIIEH B COOTBETCTBUH C
3aKkoHOJaTeNnbcTBOM Poccuiickoit ®eneparnuu  o0si3aTeNbHONM 3amuTe WHGOpPMAIUU C
OTpaHUYEHHBIM JIOCTYIIOM, HE COJEpXalleil CBE€JEeHUMN, COCTABIIAIOIINX FOCYJaPCTBEHHYIO
tainy*(1).

JIaHHBIM MOPSIIKOM PEKOMEHYETCSI PYKOBOJACTBOBATHLCS TAKKE MPU OPraHU3alUU U
oOecrieueHun 0€30MacHOCTH XpaHEHHUs, oOpabOTKM M Mepefauyd M0 KaHajdaM CBS3U C
ucrnonb3oBanueM  ceprupunupoBanHbix  PAIICU  cpenctB  kpunrtorpaduyeckon
3auThI*(2) He mojuiexalel o0s3aTesIbHOM 3aluTe KOH(PUACHIHMATbHON HHpOpMaLUH,
JOCTYIl K KOTOPOM OrpaHUYMBAETCS B COOTBETCTBUHU C 3aKOHOJATENLCTBOM Poccuiickoi
denepanuu WM O peEIIeHUI0 oOJjagaTens KoH(uaeHuuanbHoW wuHpopmanuu™*(3) (3a
UCKIIIOUeHHEeM WH(GOpMAIIMK, COJepKalled CBEJEHUs, K KOTOPbIM B COOTBETCTBUHU C
3akoHOJaTeNbcTBOM Poccuiickoit denepanuu He MOXKET ObITh OIPaHUYEH JOCTYIN).

2. Hacrosimas WHcTpyKuus HE perjiamMeHTHpYeT TMOopsiKa OpraHu3alud U
oOecrieueHus: 0€30MaCHOCTH XpAaHEHMs, OOpaOOTKM M Mepenayd MO KaHajaM CBSI3U C
ucnonb3oBanueM CK3U xoHdpuaeHnumanbHoM uHpOpManuu B yupexaeHusx Poccuiickoi
denepanuu 3a rpaHUIICH.

II. Opranu3anus u odecrneyeHue 0€30MACHOCTH XPaHEHUs1, 00Pa0dOTKH M MepeJIavu 1Mo
KaHaJ1aM cBs3M ¢ ucnojab3oBanueM CK3U konduaeHunanbHoi mHpopManumn

3. besomacHoCcTh XpaHeHHs, OOpaOOTKM U TMepeJayd MO KaHajlaM CBSI3H C
ucnonbszoBanueM CK3U konduaennuanbHoi uHbOpMAIUK B CETIX KOH(MUICHIIUATHLHON
cBsa3u™*(4) OpraHu3yroT U 00ECIEeUnBAIOT ONEPATOPHl KOHPUIESHIIMATBHOU CBI3U*(5).

be3onacHocTh Xpanenus u 06padoTku ¢ ucnosibzoBanuem CK3U koHpuaeHInanbHOMU
uHpopManu, mnepegaBacMoil BHE ceTell KOH(GUICHIIMATIBHOM CBS3M, OPTraHU3YIOT U
obOecrnieunBaroT Jiviia, umeroue auien3no GAIICHU*(6).

JIuma, oka3bIBarOIIMEe BO3ME3JHbIE YCIYyrd IO OpraHu3alud H 00eCHedYeHUIO
0e3omacHOCTU XpaHeHuss U oOpaboTku c¢ wucnosbzoBanueM CK3U koHbumeHnmanbHOM
uHpopManu, mepeaaBaeMold BHE ceTell KOH(DUACHIMATbHOW CBSI3U, JOJDKHBI HMETh
munen3uio GAIICH Ha aesTenbHOCTh IO MPEIOCTaBICHUIO YCIYT B 00J1acTy MHU(PPOBAHUS
uH(popMaIm.
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4. be3omnacHOCTh XpaHEHUs, OOpaOOTKM M Tepelayd [0 KaHajlaM CBS3M C
ucnosibzoBanueM CK3U konpuaeHmanbHoi nHbopmaiuu, o0aagaTesd KOTOPOid He UMEIOT
munensuit ®AIICU, nmunensuatst GAIICH opranusyior u oOecrneunBaroT JHOO 10
yKa3aHMIO BBIIIECTOSIIECH Opranu3anuy, JIin00o Ha OCHOBAaHUM JIOTOBOPOB HAa OKAa3aHUE YCIyT
M0 KpUNTOrpaguuecKoi 3ammre KOHPUACHIUATBHOW HHPOpMALUH.

5. JInnensuatel ®AIICH HeCcyT OTBETCTBEHHOCTD 32 COOTBETCTBUE MPOBOJIUMBIX UMU
MEpPOTPUATUN MO OpraHu3aluu U OOecredeHHI0 0e30MacHOCTH XpaHeHHs, 00pabOTKU U
nepeaadr o KaHaiaMm cBs3u ¢ ucnoisibzoBanueM CK3U kondunenunansHoil unpopmanuu
JUIEH3UOHHBIM  TpeOOBaHUSM M  YCJIOBHUSM, OKCIUTyaTallMOHHOM U  TEXHUYECKOU
nokymeHTaunu Kk CK3U, a taxxe noyoxeHusm Hacrosmend MHCTpykumu.

[Ipu stom nunensuatel ®AIICU nomxHbl o0ecneunBaTh KOMIUIEKCHOCTD 3alllUThI
KOH(UJIEHIHaNbHON uH(pOpMaIMKM, B TOM 4YHCJIE€ TOCPEACTBOM NPUMEHEHHUS He
KpUNTOrpadUuecKuX CpesiCTB 3alIUThI.

6. J11s1 pa3pabOTKH U OCYIIECTBICHHS] MEPOTIPUITHIA IO OpraHU3alMK U 00€CTIEUeHHIO
0e30MacHOCTH  XpaHeHHs, 00paboTku W mepemaud ¢ ucnonbzoBannem CK3U
koH(puneHuuanbHoil nHdopmanuu nuuensuar GAIICU co3maer olMH WM HECKOJIBKO
opraHoB kpuntorpadudeckoit 3amutbi*(7), o yem nucbMeHHO yBeaomisieT DATICH.

Jlomyckaetcst BO3JIOKEHHE (DYHKIMI oOpraHa Kpunrorpad@uyeckod 3aluThl Ha
CIEHHUAIBHOE CTPYKTYPHOE TOJAPA3ACICHUE IO 3alIUTE€ TOCYIapCTBEHHON TalHBI,
MCIIOJIb3YIOIIee JJIsl ATOro Mu(poBaIbHbIE CPEICTBA.

KonudectBo opraHoB  KpUNTOrpa@uyeckod 3alUTbl U HMX  YHCIEHHOCTh
ycTaHaBiauBaeT guuenznat @AIICH.

7. Opran kpuntorpaguueckoi 3aThl OCYIECTBISET:

- TMPOBEpPKY TOTOBHOCTH oOnanarenedt KOH(UIECHUUATLHOM HHPOpMaLUK K
caMmocTrosTeapbHOMY Hcnoib3oBaHnio CK3U u cocraBiieHHE 3aKIIFOYEHUN O BO3MOKHOCTH
skcrmmyarauu CK3U (¢ ykazanuem Tuna u HoMmepoB, ucnonb3dyembix CK3U, Homepon
anmapaTHbIX, IPOrPAMMHBIX U allllapaTHO-IIPOTPAMMHBIX CPEJCTB, I1€ YCTAHOBJIEHBI NN K
kotopbiM moakmoueHsl CK3M, ¢ yka3zanuem Takke HOMEpPOB meyaTeil (mioMOupoB),
KOTOpPBIMHU OlleyaTaHbl (OMJoMOMpOBaHbI) TeXHUYECKue cpeactBa, Bkiwouas CK3U, u
pe3ynbTaTtoB npoBepku pyHkuronupoBanus CK3N);

- pa3paboOTKy MEpONpUITHI 10 0OecieYeHUI0 (PYHKIIMOHUPOBAaHUS U O€30MaCHOCTH,
npumeHsieMblx CK3U B cooTBETCTBUU € YCIOBUSIMU BBIJAHHBIX Ha HUX CEPTU(PHUKATOB, a
TaK)XK€ B COOTBETCTBUU C HKCIUIYaTallMOHHOW M TEXHUYECKOW JOKYMEHTAUHUEH K ITUM
CpEACTBaM;

- 00yuenue nuil, ucnoib3yromux CK3W, npaBunam paboThl ¢ HUMU;

- MOPK3EMIUIAPHBIN yueT ucnonb3zyeMblx CK3H, skcruryaTalilmoOHHON U TEXHUYECKOU
NOKYMEHTALIMU K HUM;

- y4eT oOcCiy>KMBaeMbIX oOjaaaresieid KOHQUACHIHAIbHOW HMH(OpMaIUuU, a Takke
(bu3HYeCcKUX UL, HEMOCPEACTBEHHO AonylIeHHbIX K padote ¢ CK3M*(8);

- nogauy 3asaBoK B DAIICHU win nunensuaty, nMmeronieMy nuueHsuto GAIICH na
JEeSTENBHOCTD 110 U3TOTOBIICHHIO KITt0UeBbIX 10KyMeHTOB*(9) nist CK3U, Ha u3rorosienue
KJIFOYEBBIX JOKYMEHTOB WM HUCXOJHON KitoueBod wuHpopmanuu. HW3rortosinenue wu3s
MCXOHOM KITI0OUeBOW MH(POPMALIUU KIIOYEBBIX JOKYMEHTOB, UX pacIpeiesieHrue, pacChlIKy
U YYET;

- KOHTPOJb 3a coOsofeHueM ycioBui ucnois3oBanuss CK3W, ycTaHOBIEHHBIX
AKCIUTyaTallMOHHON W TexHudeckod nokymentamnueil k CK3U, cepruduxatom OAIICU u
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Hactosuen MHcTpykiuen;

- pacclieOBaHUE M COCTaBJICHHE 3aKIIOUEHMH 1O (haKTaM HapyLIEHUs YCIOBUHN
ucnosb3zoBanuss CK3U, koTopsle MOTYT NPUBECTH K CHI)KEHUIO YPOBHS 3allUThI
KOH(puAeHIIMaNbHOW HH(pOPMAIUU; pa3pabOTKy W TPHUHATHE MEp MO MPEeIOTBPAISHUIO
BO3MOJKHBIX OTIACHBIX MOCECTBHUI MOI00HBIX HAPYIIICHUH;

- pa3pabOTKy CXEMbI OpraHU3aIi KpUunTorpaduieckoi 3anuThl KOHPUACHIIUATBHON
nHpopManu (¢ yKa3aHWEM HaWMMEHOBAaHMS M pa3MEIICHUS HIKECTOSAIUX OpPraHOB
KpunTorpadguyeckon 3aluThl, €ClIM TaKOBbIE UMEIOTCS, o0nagaTese KOHPpUIeHIMaTbHON
uH(popMaIK, PpEKBU3UTOB JOTOBOPOB Ha OKa3aHUE YCIYT MO KpUNTOrpadruuecKkon 3aiure
KoH(uAeHIIMaIbHOW WH(pOpMaNMK, a Takke ¢ ykazaHuem TUNoB npumeHsembix CK3U u
KJIFOUEBBIX JOKYMEHTOB K HHUM, BHUJOB 3alllMIIaeMON HH(POpMAIUU, HCIOJIB3YEMbIX
coBMecTHO ¢ CK3U TexHMYECKHX CPEACTB CBS3HM, MPUKIATHOTO U OOIIECHCTEMHOIO
MPOrPaMMHOT0 00ECTICUEHUSI U CPEJICTB BBIYMCIUTEILHON TEXHUKH). YKa3aHHYIO CXEMY
ytBepxkaaeT auienznatr ®AIICH.

8. O6nangaTenu kKoHGUICHIMATHHON MHPOPMALIUU, €CITU OHHU MPUHSUIM PEIICHUE O
HEOOXOUMOCTU KPUNITOTpadUUECKO 3aIUThl TaKOWH WHGOPMAIMK WIH €CIIU PEIICHUE O
HEO0OXOIMMOCTHU ee KpunTorpadudeckoi 3amuTsl B coorBeTcTBUM ¢ [lonoxenuem I1K3-99
MIPUHSATO TOCYJAPCTBEHHBIMHU OpraHaAMM WJIA T'OCY/IapCTBEHHBIMU OpTraHU3aIlUsIMU, 00sI3aHbI
BBITIOJIHATh YKa3aHUSI COOTBETCTBYIOIIUX OPraHOB KPUINTOTPaPUUECKON 3alIUTHI IO BCEM
BOIIPOCAaM OpraHU3alMKU U oOecrieueHusi 0€30MaCHOCTU XpaHEeHUsI, 00padOTKU U Tepeiayu
0 KaHaJiaM CBsi3u ¢ ucnoibzoBanueM CK3U koHdpuaeHnnanbHoM nHGOpMAaIIUU.

9. Jlma opraHuzaluu  B3aUMOJICUCTBUS  oOjazaTenedl  KOH(PUACHIUATBLHOU
uH(popmalu, 0€30MacHOCTh XpaHeHus:, 00pabOTKH U Mepeaur Mo KaHalaM CBSI3U KOTOPOU
c ucnosibzoBanreM CK3U opranuzyror u obecnieunBaroT paznuunbie guiien3uatel ®AIICH,
u3 co3gaHHbix ATuMu JuneHsuatramu OAIICU opranoB kpuntorpaduueckol 3amiuThl
BBIJICISIETCS KOOPJUHHMPYIOIIMK oOpraH Kpunrtorpaguueckoid 3amuThl. Bce opraHbl
Kpunrorpadpuuecko 3amuThl, oOpazoBaHHbie dTuMH JulieH3uatramu OAIICH, obs3aHbI
BBITIOJIHATh YKa3aHUs KOOPJIWHUPYIOIIETO OpraHa KpunTorpa@uueckod 3aluThl 10
00€eCIeyeHunIo TaKOro B3auMOIEHCTBUS.

10. MHCTpYKIMK, periaMeHTHPYIOUIMEe MPOLEecChl MOJATOTOBKH, BBOJAA, 00pabOTKH,
XpaHeHUs U Tnepenaud 3amuiiaemoil ¢ ucnosb3oBanueM CK3U kondunenuuanbHon
nH(popManuu, TOJDKHBI corjacoBbiBaThes ¢ smneH3natoM DATICU. Takue uHCTpyKIMHU
MIOATOTABIIMBAIOTCS COIVIACHO DJKCIUIyaTallMOHHONM W TEXHUYECKOM JOKYMEHTaluWh Ha
COOTBETCTBYIOIIIUE CETH CBS3M, aBTOMATHU3UPOBAHHBIE U HWH(POPMAIIMOHHBIE CHCTEMBI, B
KOTOPBIX MepenaeTcs, 00padaThiBacTCsl WIIM XpaHUTCS KOHUICHIINANbHas nHGOpMaLusl, C
yaetoM ucnodibzyemMbix CK3U u nonoxenuii Hacrosme MHCTpyKuu.

11. Jlunensuatst @AIICH ¢ yuyeToM 0cOOEHHOCTEH CBOEH AESTEIBHOCTH MOTYT
pa3pabaTbiBaTh METOAMYECKUE PEKOMEHIAIMK 10 MPUMEHEHUIO HacTosmen MHcTpykiuu,
HE MPOTUBOpEYaIue €€ TPeOOBAHUSIM.

12. KmtoueBsie qokymeHThl s CK3W wnu ucxonHas xkirodeBas uHpopMamus s
BBIPAOOTKH KITIOUEBBIX TOKYMEHTOB n3roraniuBaroTcss D AIICH Ha 1oroBopHOI OCHOBE MITH
nuuamu, uMmeromuMu JureH3no @AIICHU Ha nesTenbHOCTh MO U3TOTOBICHUIO KIIFOYEBBIX
noxkymeHToB miis CK3MU.

N3rotoBnsaTh KitoueBble JOKYMEHTHI U3 UCXOAHOM KJIOUEeBOW MH(pOpMAIUU MOTYT
KOOPAMHUPYIOIIUN OpraH Kpunrorpaguueckord 3amurthl (MIPU €ro HaJIUYHMH), OpPTaHbI
Kpunrorpadguyeckon 3alluThl WM HEMOCPEACTBEHHO o0jajarenn KOH(PUACHIIMAIbHON
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unpopmaruu, npumensss mrarable CK3M, ecniu Takas BO3MOXHOCTb MPEIyCMOTpPEHA
AKCIUTYaTallMOHHOW U TeXHUUYECKOM AokymeHTauue k CK31.

13. K BbInosiHeHHIO 0O0SI3aHHOCTEM COTPYAHUKOB OPraHoB KpUNTOrpaduyecKkoin
3amuThl gunenzuaramu @AIICHU nonmyckarorcs auia, UMEIOIINE HEOOXOIUMbIH YPOBEHB
KBIUpUKALIUU 18 oOecnedyeHus] 3alluThl  KOH(UIEHUHUATbHONH uHGOpMaIUU ¢
HCIIOIb30BaHUEM KOHKpeTHoro Bujaa (tuma) CK3U.

14. JIui, opopmiisieMbix Ha pabOTy B OpraHbl KpUNTOrpadUuecKon 3aIIHThI, CIEAYyET
03HAaKOMMUTH ¢ Hactosend MHCTpyKuen o paciucky.

15. OO6s3aHHOCTH, BO3JaraeMble Ha COTPYIHUKOB OpraHa KpUOTOrpaguyeckoi
3aIIMUTBI, MOTYT BBINOJHATHCS IITATHBIMH COTPYIHMKAMH WJIM COTPYAHUKAMHU JPYTUX
CTPYKTYPHBIX MOJpa3eieHH, MPUBIEKAEMBbIMH K TaKO paboTe M0 COBMECTUTEILCTRY.

16. IIpu ompeneneHuu 00s13aHHOCTEN COTPYAHUKOB OPraHOB KpUOTOrpaduyecKoi
3amuTel  JuueH3uatel GAIICH  [0mKHBI yYMTHIBATh, YTO OE€30MACHOCTh XpaHEHUs,
00paboTKU W Tiepesadyu Mo KaHajgaM cBs3u ¢ ucrnonbzoBanueM CK3U koHpuaeHInaIbHOMN
uH(pOopMaIu 00ecreynBaeTCs:

- COOJIOZEHUEM COTPYAHHKAMU OPraHoB KPHUOTOIpaQUUEeCKON 3allluThl pexuMa
KOH(UIEHIIUATbHOCTH MPHU O0paIlleHUH CO CBEICHUSIMH, KOTOPBIE UM JIOBEPEHBI WIIA CTAJIU
M3BECTHBI MO paboTe, B TOM YHUCJIE CO CBEACHUSMU O (DPYHKIIMOHHPOBAHUU U TOPSIKE
oOecrnieuenus 6ezonacHocT npuMensembix CK3U u kinroueBbIX JOKYMEHTAaX K HUM;

- TOYHBIM BBIIIOJTHEHHUEM COTPYIHHKAMU OPraHoB KpPUNTOTpadUuecKOW 3alliuThl
TpeOoBaHMIi K 00ecredeHn o0 6€30MacHOCTH KOHGUIEeHIIMATbHOU HHPOpMaLIUK;

- HaJEKHBIM XpaHEHHEM COTPYIHUKAMH OpPraHOB KpUNTOrpaduyecKOd 3alluThl
CK3H, skcrutyaTalMOHHOW U TEXHUYECKON JOKYMEHTALMU K HUM, KJIFOUEBBIX JOKYMEHTOB,
HOcHTelel KOH(UIeHIInaIbHON nH(pOopMaIuy;

- CBOEBPEMEHHBIM BBISIBICHUEM COTPYJHHUKAMU OPraHoB KpHUOTOrpapuuecKoi
3aIIMTBl  MOMNBITOK  TNOCTOPOHHUX  JIML  TOJYYUTh CBEICHHS O  3allHUIIAEMOMN
KOH(UIeHIHanbHON nHpopManuu, 06 ucnonb3dyembix CK3U ninm kiiroueBbIX JOKYMEHTaX K
HUM;

- HEMEJJICHHBIM NPUHSATUEM COTPYAHMKAMU OPTaHOB KPUNTOrpaduyecKOl 3aliuThl
Mep 10 TMPEeAyNpexACHUIO pa3riallieHus 3allUIIaeMblX CBEJACHUN KOH(QUIECHIMATBLHOTO
XapakTepa, a TakkKe BO3MOXKHOM YT€UKHU TaKMX CBEJCHUU MpU BBIIBICHUU (AKTOB yTPAThI
i Henoctaun CK3H, kimroueBbIX TOKYMEHTOB K HUM, YIOCTOBEPEHUI, TPOITYCKOB, KIIFOUYEN
OT MOMENIeHUH, XpaHWIHIL, cei(OB (METATMYECKUX KA(DOB), IMYHBIX MTeYaTeH U T.II.

17. OOyyenue ¥  TNOBBIIIEHUWE  KBWIM(PUKAUMKM  COTPYAHUKOB  OpPraHOB
Kpunrtorpadguyeckon 3aliuThl OCYUIECTBISIOT OpraHU3allMMd, UMEIOIIUE JIUIEH3UI0 Ha
BeJIeHHE 00pa30BaTENbHOMN AESITEIbHOCTH IO COOTBETCTBYIOUIUM ITPOrpaMMaM.

18. CorpyaHuku opraHa Kpunrorpa@uueckod 3alldThl  JIOJDKHBI ~ UMETh
pa3paboTaHHbIE B COOTBETCTBUM ¢ HacTosAwmed WHcTpykuued u  yTBEepXkKACHHbBIC
munen3zuaroM GATICU pynkimonanbabie 00513aHHOCTUH. O0BEM U MOPSAIOK 03HAKOMIICHUS
COTPYIHHUKOB OPraHOB KPUOTOrpapuUYecKol 3alUThl ¢ KOH(GUIESHIMATLHOU HH(pOpMaIuei
omnpezenseTcs odaaaaresneM KoHPpUaeHIMaTbHON HHPOpMALIIH.

OO0513aHHOCTU MEXy COTPYJIHUKAMHU OpraHa KpUNTOTpa(puuecKon 3alluThl TOJKHbI
OBITH pacrpeeneHbl ¢ yYeTOM IMEePCOHAIBHOW OTBETCTBEHHOCTH 3a coxpaHHocTh CK3U,
KJIFOUEBOM JOKYMEHTAIMH U IOKYMEHTOB, a TAKXKe 33 MOPYUYCHHbIE YUaCTKH pabOTHI.

19. ®uznueckue numa gomyckatorcss k pabore ¢ CK3U cormacHo mnepedHio
I0JIb30BATEIIEH CK3U1, YTBEPKAAEMOMY COOTBETCTBYIOIINM oOnanareneM
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KoH(pUIeHIHanbHOi MHbopManuu. J[0 Takoro yTBEp>KIEHUS TEXHUYECKash BO3MOKHOCTb
ucnonb3oBanuss CK3W numamu, BKIIOYEHHBIMM B JIaHHBIM TMepeyYeHb, JIOJKHA ObITh
cornacoBana c junenzunarom OAIICH.

Jlunensuater  DAIICHM B paMkax  COIJIaCOBAaHHBIX € oOJajmaTensiMu
KOH(UJIEHIUATbHON HHPOPMALMK TMOJIHOMOYUN 1O JOCTYNy K KOH(pHUACHIHATIbHON
uH(pOpMaIMU UMEIOT MPABO YTBEPKAATh TAKOW MEpeYeHb B OTHOIIEHUU MOJTYMHEHHBIX UM
JOJIKHOCTHBIX JIUII.

20. INonbzoBaTenu CK3U 06s13aHbI:

- He pasrjamarb KOH(QUIECHIUAIbHYI0 MH(OpMaIMIo, K KOTOPOH OHH JIOMYILIEHBHI,
pyOexu ee 3alIUThl, B TOM YKCJIE CBEJEHUS O KPUIITO KIIIOYaX;

- coOmogaTe TpeboBaHUS K OOecneueHHIo 0e30MacHOCTH KOH(UIEHIHATbHON
uHpopmaiuu ¢ ucnoiaszoBanuem CK3U;

- coo0Imarh B OopraH KpUNTOrpauuecko 3aluThl O CTABIIMX UM H3BECTHBIMU
MOMBITKaX MOCTOPOHHUX JIUI] OMYYUTh cBeeHus 00 ucnoib3yeMbix CK3U nunu kinroyeBbix
JOKYMEHTaX K HUM;

- caarb CK3WM, »skcrulyaTalHOHHYI0 M TEXHHUYECKYIO JOKYMEHTAlMI0 K HUM,
KJIFOYEBbIE JOKYMEHThl B COOTBETCTBHM C TOPSAJKOM, YCTAaHOBJICHHBIM HAaCTOSLIEH
WucTpykiued, npu YBOJbHEHHM WM OTCTPAHEHUU OT HCIOJHEHHUS OO0sS3aHHOCTEH,
CBsI3aHHBIX C HUcnojb3oBanueM CK3U;

- HEMEJJICHHO YBEIOMIISITh OpraH KpUNTorpaduueckoi 3aiuTsl 0 pakTax yTpaThl WU
Hegoctaun CK3U, kito4eBbIX TOKYMEHTOB K HHUM, KJIIOYEH OT MOMEIICHHWM, XpaHWJIMIL,
JUYHBIX TedaTted W O Jpyrux (akrax, KOTOpble MOTYT MPUBECTH K pPAa3rIallICHUIO
3alMIIAEMbIX CBEJIEHUI KOH(UICHIIUATBbHOIO XapaKTepa, a TakKe O MPUYUHAX U YCIOBUAX
BO3MOXHOM YTE€UKU TaKUX CBEJCHUH.

21. HenocpeactBenHo k padore ¢ CK3U nonp3oBarenu 10mycKarTcs TOIbKO MOCIE
COOTBETCTBYIOIIETO O0yUYEHUS.

OO6yuenue nonb3oBateneit mpasuwiam padotel ¢ CK3U ocyiecTBIsIOT COTPYIHUKU
COOTBETCTBYIOLIETO opraHa Kpunrorpapuyeckon 3aIUTHI. JlokyMeHTOM,
MOATBEPKAAIOUIUM JTOJDKHYIO CHEIMalbHYIO MOATOTOBKY IMOJIb30BATENEH U BO3MOXKHOCTD
ux Jomnycka kK camoctosrenbHoi padore ¢ CK3U, sBnsgercs 3akitoueHuE, COCTABICHHOE
KOMHUCCHEH COOTBETCTBYIOIIETO OpraHa KpUNTOrpaduueckod 3allluThl HAa OCHOBAaHUU
MPUHATHIX OT 3TUX JIMI] 3a4€TOB 0 MPOrpaMMe 00yUYeHUsI.

I11. IMMopsinok oopamenus ¢ CK3U u kpunrto KiroyamMu K HuM. Meponpusitus npu
KOMIIPOMeTAaUMU KPpUNTo Kiaw4eii*(10)

22. IlpenHa3HaueHHble Uil oOecnieyeHus 0e30MacHOCTU XpaHEHHs, 00pabOTKU U
nepeayuu Mo KaHajaMm cBsi3u KoHpuaenuuansHoit nuapopmarnuun CK3U, a Takxke kioueBbie
JOKYMEHTBl K HUM HE JOJDKHBI COAEpPX aTh CBEACHUH, COCTaBJISIOUIUX TOCYJApPCTBEHHYIO
TanHy.

23. B ¢eaepanbHbIX OpraHax UCIOJHUTENHHOM BIACTH KiltoueBbie JokyMeHThl, CK3U
C BBEJICHHBIMU KPUNTO KIIOYAMU OTHOCATCS K MAaTEPHAIbHBIM HOCHUTENSIM, COAEpPKAIIUM
CIIy’)keOHYI0 HMH(pOpPMALMI0 OTrPaHUYEHHOTO pacnpocTpaHeHusd. I[Ipu >TOM  JTOIKHBI
BBINIONIHATBCA ~ TpeOoBaHMsA  HacTosdmed  MHCTpykKuMM W MHBIX  JIOKYMEHTOB,
pEerjiaMeHTUPYIOMINX MOPSAI0OK OOpalleHust co ciayke0Hoi mHpopmanuenn orpaHMuYeHHOTO
pacnpocTpaHeHus B (e/lepabHbIX OPTaHaX UCIIOJHUTEIbHOMN BIACTH.
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NupiM  oOnagatensM KOHGUAEHUMAIbHOM HWHPOpMAaMM MNpU  OOpalllEHUUu C
kioueBbiMU  okymMmeHTamu, CK3M ¢ BBEIEHHBIMH KpUIITO KIIOYaMH HEOO0XO0JIUMO
PYKOBOJCTBOBaThCs HacTosAlen MHCTpyKInen.

24. ]Jlns opraHu3zaliuu W oOecredeHus O0e30MacHOCTH XpaHEHHUs, o0paboTKU u
nepeiauyrd Mo KaHajlaM CBS3M KOH(UAEHIMAIbHOW WMH(OpMAIUU CIEeIyeT HCIOIb30BaTh
CK3HM, no3Bossioniye peajn3oBaTh MNPUHIUN  aOOHEHTCKOro mudpoBaHus U
MpEAYCMAaTPUBAIOIINE 3aMUCh KPUITO KIKOYEH HA DJIEKTPOHHBIE KIIFOUYEBBIE HOCUTEIN
MHOTOKPATHOTO (JI0JrOBPEMEHHOT0) MCIOJIb30BaHUs (AUCKeThl, KoMmakT-aucku (CD-
ROM), Data Key, Smart Card, Touch Memory u T.11.).

25. Ilpn HEOOXOAUMOCTH TEpe/layu MO0 TEXHUYECKUM CPEJCTBAM CBSI3U CITYKEOHBIX
COOOIICHMM, KacalolUXcsl OpraHu3alud H o0ecreyeHus: Oe30MacHOCTH XpaHEHUS,
00paboTKU W Tepesadyu Mo KaHajgaMm cBs3u ¢ ucrnoibzoBanueM CK3U koHpuaeHIIHaIbHOM
uH(pOpMaIMi, COOTBETCTBYIOIIME YKa3aHUs HEOOXOAMMO MepeaaBaTh, TOJIbKO MPUMEHSs
CK3U. Ilepenavya no TEXHUYECKUM CPEICTBAM CBSA3M KPHUIITO KIIFOYEH HE JOIMYCKaeTcs, 3a
UCKJIFOUYEHUEM CIIEUaIbHO OPraHU30BaHHBIX CUCTEM C JIELIEHTPAIIN30BAaHHBIM CHA0XKEHUEM
KPHUIITO KIIOYaMHu.

26. Hcnonwszyemble wian xpanumble CK3U, skcrutyatanimoHHas M TeXHHYECKas
JOKYMEHTAlMsI K HHUM, KJIIOYEBBIE JOKYMEHTHI MOJJIEKAT MOIK3EMIUIIPHOMY YYETy IO
YCTaHOBJIEHHBIM (popMaM B cOO0TBEeTCTBUU ¢ TpeboBanusimu [lonoxenus [1K3-99. [1pu stom
nporpammubie CK3W m0iKHBI YYUTHIBATHCS COBMECTHO C ammapaTHbIMU CpPEACTBAMU, C
KOTOPBIMHU OCYILECTBIIETCS UX IUTaTHOE (YHKIMOHMpOBaHWEe. Ecnu anmapaTHble WiId
annapatHo-nporpammibsle CK3UW nmoakmtoyaroTcs K CUCTEMHOM IIMHE WM K OJHOMY M3
BHYTpeHHHX HHTep(eiicoB anmapatHbix cpeactB, To Takue CK3U yuuThiBaroTcs Takxke
COBMECTHO C COOTBETCTBYIOIIMMU aNllapaTHbIMU CPEACTBAMMU.

Enunuieil nosk3eMIUIIpHOroO y4yeTa KIIOYEBBIX JOKYMEHTOB CUUTAETCS KIIOUEBOU
HOCHUTEJIb MHOTOKPAaTHOTO HCIOJb30BaHMS, KIIOUeBOM OJOKHOT. Ecnu oavH M TOT ke
KJIFOUEBOM HOCHUTENIb MHOTOKPAaTHO MCIOJIB3YIOT JUIsl 3alACH KPHUIOTO KIIFOYEH, TO €ro
KaXJIbII pa3 CIIEyET PETUCTPUPOBATH OTIEIBHO.

Kypuanet noskzemiuisipporo yuera CK3WM, skcrulyaTalluOHHON W TEXHUYECKOM
JOKYMEHTAIIMK K HUM, KIIOYEBBIX JOKYMEHTOB (mpuioxenus 1, 2 k MHCTpykuuun) BegyT
opraibl Kpunrorpadguueckon 3auThl U 001aaaTenn KoH(OUIeHIUaTbHON HHPOpMALIHH.

27. Bce nonydeHHble obOsanareneM KOH(HUISHIHaTbHON MH(GOPMAIMU SK3EMIUISPbI
CK3MU, skcrutyaTalluOHHOM M TEXHUYECKON TOKYMEHTAIlUU K HUM, KJIFOYEBBIX TOKYMEHTOB
JOJKHBI OBITh BBIJIAHBI TI0JI PACIIUCKY B COOTBETCTBYIOLIEM >KYpHajie MO3K3EMIUIIPHOTO
yuera mnonp3oBatenssM CK3U, HecymmM nNepcoHaNbHYK0 OTBETCTBEHHOCTh 3a HX
COXPaHHOCTb.

Opranbl kpuntorpadguyeckoi 3alUThl 3aBOAST U BEIYT Ha KaXKJIOTO IMOJIb30BATENSA
CK3M nuueBoil cuer, B KOTOPOM peructpupyror uucismuecs 3a HuMm CK3H,
AKCITYaTallMOHHYIO U TEXHUYECKYIO JOKYMEHTAILMIO K HUM, KITFOUEBbIE JOKYMEHTBHI.

28. Ecnmm »KcIUlyaTalMOHHOW M TeXHH4Yeckol nokymeHramuen k CK3U
MPEeTyCMOTPEHO NPUMEHEHUE PA30BBIX KIFOUEBBIX HOCUTENEH WM KPUIITO KIIFOUU BBOJAT U
XpaHAT (Ha Becb CpoK ux jeiictBusi) HemocpeactBeHHo B CK3WM, To Takoi pa3oBblit
KJIFOUE€BOM HOCUTEND WU 3JIEKTPOHHAS 3alIUCh COOTBETCTBYIOLIETO KPUIITO KIIFOYA JOJIKHBI
PErUCTPUPOBATHCS B TEXHUUECKOM (anmmapaTHOM) KypHasie (npuioxenue 3 k MHCTpyKium),
BelylieMcs HerocpeacTBeHHo mnoib3oBaTeneM CK3UM. B texnuueckoMm (ammapaTHOM)
KypHaje OTpaxaloT Takxke naHHble 00 skcrutyatauun CK3W u gpyrue cBeneHus,
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MPEeTYCMOTPEHHBIE IKCIUTyaTallMOHHON M TEXHUYECKON JOKyMeHTanue. B uHbIX ciydasx
TexHuueckui (anmnapaTtHbiif) xxypHas Ha CK3U He 3aBoauTcs (€ciu HET MPSMbIX YKa3aHUN
0 €ro BeJICHUH B SKCIUTyaTallMOHHOM MM TexHuueckon nokymeHTanuu k CK3N).

29. Ilepenaua CK3MU, skcruiyaTalluOHHOM M TE€XHUYECKOW JTOKYMEHTAIlMW K HUM,
KIIFOYEBBIX JOKYMEHTOB JOIYCKaeTCs TOJbKO Mexay mnonb3oBaTessiMu CK3U u (unnm)
COTPYIHHUKAMHU OpraHa KpUOTOrpapuyecKod 3aliuThl MOJ] PACIUCKY B COOTBETCTBYIOIIUX
KypHajgax IMOAK3eMIUIIpHOro ydvera. Takas mepeaaya Mexay mnoisb3zoBatensimu CK3U
J0JKHA OBITh CAHKUIMOHUPOBaHA COOTBETCTBYIOIIMM OPraHoM KpunTorpapuyeckon
3aIUTHI.

Oo6manarenb KOH(pUACHIIMaTbHON nHpopMaIu c coryiacus opraHa
Kpunrorpadguyeckoi 3amuThl MoxKeT paspemnts nepeaady CK3U, nokymeHTanuu K HUM,
KJIFOYEBBIX JOKYMEHTOB Mexay aonyimeHHbiMu kK CK3W numamum no axkrtam  0e3
00s3aTeNIbHON OTMETKH B KYypHaJie O3K3EMIUIIPHOTO yUeTa.

30. Ilonp3oBatenu CK3M xpanar uHctamumpyromume CK3U  Hocurenu,
AKCIUTyaTallMOHHYI0 U TeXHUYecKkyto nokymeHTanuio k CK3U, kimoueBble TOKYMEHTHI B
mkadax (AMKax, XpaHWIMINAX) MHAUBUAYAJIbHOTO TMOJB30BaHHUS B  YCIIOBHSX,
UCKITIOYAIOIIUX OECKOHTPOJIbHBIA JOCTYIl K HHUM, a TakXke HUX HelpeIHaMEepeHHOe
YHUUTOKEHHE.

[Tonb3oBatenu CK3W npenycmaTpuBaloT Takxke pa3feibHOe 0€30MacHOe XpaHeHUE
JEUCTBYIOIINX U PE3EPBHBIX KIIOUEBBIX TOKYMEHTOB, NMPEIHA3HAYEHHBIX JJI1 IPUMEHEHUS
B CJIyyae KOMIIPOMETAIIMH IEUCTBYIOIUX KPUIITO KITIOYEH.

31. AmnmapatHble  CpeAcTBa, C€  KOTOPBIMH  OCYLIECTBISIETCS  ITAaTHOE
¢byukunonupoanne CK3U, a Taxxe ammapatHele M anmapatHo-nporpamMusie CK3U
JOJKHBI OBITH OOOpPYAOBAaHBI CPEICTBAMM KOHTPOJSL 3a MX BCKpPBITHEM (ONeYaTaHbl,
orioMoupoBanbl). MecTo orneyateiBanus (oruioMOuposanusi) CK3U, annapaTHbIX cpeiCcTB
JOJIKHO OBITH TAKUM, YTOOBI €r0 MOKHO ObUIO BU3YaJIbHO KOHTPOJIHPOBaTh. [Ipu Hanuuuu
TEXHUYECKOM BO3MOXKHOCTH Ha BpeMs oTcyTcTBUsl monb3oBareneit CK3U ykazanHbie
CpelcTBa HEOOXOJUMO OTKJIIOYaTh OT JIMHMM CBA3M W YyOHpaTh B OlE€YaThIBa€Mble
XpaHUJIUIIA.

32. CK3H1 u xirodeBbie JOKYMEHTBI MOTYT JIOCTaBIAThCSA (enbAberepckoi (B TOM
Yuclie BEIOMCTBEHHOM) CBS3bIO WIIM CO CHELUATBHO BBIACICHHBIMA HAPOUYHBIMHU U3 YHUCIIA
COTPYIHHUKOB oOpraHa kKpunrorpadguueckoil 3amuthl unu nonb3oBareneir CK3U, nnsa
KOTOpBbIX OHU Npe/HAa3HAY€HbI, MPU COOJIOICHUH MEp, UCKIIOYAIOIUX OECKOHTPOJIbHBIN
JOCTYI K HUM BO BpEMSsI JJOCTABKHU.

OKCIUlyaTallMOHHYI0 UM TeXHU4eckyto aokyMeHtanuio k CK3W mMoxHO mepechuiaTh
3aKa3HBIMU WM LICHHBIMU MTOYTOBBIMU OTIPABIICHUSIMH.

33. Hns nepecbuiku CK3U kimroueBble HOKYMEHTBHI JOJKHBI OBITH TOMEIIEHBI B
MPOYHYIO YIMAKOBKY, HCKIIOYAIOUIYI0 BO3MOXKHOCTh MX (DU3MYECKOTO MOBPEKICHUS U
BHEIIIHETO BO3JICHCTBUS, B OCOOCHHOCTH Ha 3amucaHHylo KitoueByto nHdopmanuto. CK3U
NEPEChUIAIOT OTAEIBHO OT KIJIIOUEBBIX TOKYMEHTOB K HUM. Ha ynakoBkax ykas3pIBaloT OpraH
Kpunrorpaguyeckor 3amuthl win nonb3oBaTenss CK3U, nns KOTOpBIX 3TH yHaKOBKH
npeaHa3HaueHsl. Ha ymakoBkax ans nosb3oBatenss CK3U penaror momerky «JIMdHO».
VYHakoBKHM OIeYaThIBAIOT TAKUM 00pa3oM, 4TOObI MCKIIIOYATach BO3MOKHOCTh M3BJICUEHUS
U3 HUX COJIEP)KUMOro 0e3 HapyIIeHHs YITaKOBOK M OTTUCKOB IE€YaTH.

OdopmileHHYI0O TakuM 00pa3oM YIaKOBKY, MpPU MPEAbSIBICHUH (ENbICBI3bIO
JOTIOTHUTENIbHBIX TPeOOBaHMM, MOMEIIAIOT BO BHEIIHIOK YHAaKOBKY, O(OpMIECHHYIO
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COTJIACHO TIPEABSABIAEMBIM TpeOoBaHUsIM. Jl0 TEepBOHAYAIBHOW BBICBUIKH (WU
BO3BpAIllCHUs) aJpecaTy COOOIIAOT OTIACIbHBIM MHUCHhbMOM OIKMCAHUE BBHICHUIAEMBIX E€MY
yMaKOBOK U TeyaTe, KOTOPBIMU OHH MOTYT OBITh OIl€UaTaHBbl.

34. lnsa nepecwuiku CK3U, skcmulyaTallmOHHOM M TEXHUYECKOW JOKYMEHTAIlMM K
HUM, KJTIOUEBBIX IOKYMEHTOB CJIEAYET MOATOTOBUTH COMPOBOIUTENBHOE TUCHMO, B KOTOPOM
HEO0OXOMMO yKa3aTh, YTO MOCHUTACTCS U B KAKOM KOJIMYECTBE, YUCTHBIC HOMEpA U3EIUIN
WU JOKYMEHTOB, a TakXKe, MPU HEOOXOJAMMOCTH, Ha3HAYCHUE U MOPSI0K MCIOJIb30BAHUS
BBICHLIIAEMOTO OTHpaBieHUs. CONMPOBOAUTEIHLHOE MUCHMO BKJIAABIBAIOT B OJIHY U3 YITAKOBOK.

35. TlonydeHHBbIE YMAaKOBKHM BCKPBIBAIOT TOJIBKO B OpraHe KpunTorpaduueckon
3amuUThl Wi Ju4HO mnonb3oBaren CK3W, mis KOTOpeIX OHM TIpeaHa3HaueHbl. Ecim
COAEPKUMOE TTOTYYEHHOM YIAaKOBKU HE COOTBETCTBYET YKAa3aHHOMY B COMPOBOJAUTEIBHOM
MKMChbME WM cama yIaKOBKa W Te4YaTh - UX OMHCAHUIO0 (OTTUCKY), a TAK)KE €CJIM YIaKOBKa
MOBPEXKCHA, B PE3YyJIbTaTe Yero o0pa3oBaicsi CBOOOIHBIN JOCTYII K €€ COACPKUMOMY, TO
MoJTyyaTeIb COCTABIISIET aKT, KOTOPBIM BBICHUIACT OTHPABUTENIO, a MPU HEOOXOIUMOCTHU
nHpopMupyeT 00 3TOM COOTBETCTBYIONIMWA OpraH KPUNTOrpapUUYECKOW 3alUThI.
ITonydyennsle ¢ Takumu otipabieHusMu CK3U u kitoueBble JOKYMEHTHI J0 MOJYUYEHHS
yKa3aHWW OT OTMIpPaBUTEIS W OpraHa KpunTorpa@uueckodl 3aiuThl TPUMEHSTh HE
pasperaercs.

36. IIpu oOHapykeHUH OPaKOBAaHHBIX KIHOYEBBIX JOKYMEHTOB WUJIM KPHUMTO KIHOUYEH
OIMH DK3EMIUISAp OpaKOBaHHOTO W3JACHHS CIEIyeT BO3BPAaTUTh M3TOTOBUTENIO uepes
COOTBETCTBYIOIIMM OpraH KpPUNTOrpapuUeCKOM 3alluThl [JIs YCTAHOBJIEHUS TMPUYUH
MPOUCIIEIIETO U UX YCTPAHEHHUS B JaJIbHEUIIIEM, a OCTABIIMECS SK3EMIUISAPHl XPAaHUTh 10
MOCTYIUICHUS JIOTIOJTHUTEIBHBIX YKa3aHUW OT OpraHa KpuntorpaduuecKkoil 3aiiuThl WU
M3TOTOBUTETIS.

37. Jlunensuar DAIICH, npomycTuBIIMK Opak NpuU M3TOTOBICHUM KIHOUEBBIX
JIOKYMEHTOB, C IIEJIbI0 BBISIBJICHUS MPUYHMH CIYyYUBIIETOCS MOXeT oOpatuthes B ®AIICU
JUISL  TIPOBEJIEHUS Ha JIOTOBOPHOM OCHOBE OKCHEPTH3bl OpaKkOBaHHBIX KIIFOYEBBIX
JOKYMEHTOB.

38. ITonyuenne CK3U, sKCIUTyaTallMOHHOW U TEXHUYECKOW JOKYMEHTALIMU K HUM,
KJIFOUEBBIX JOKYMEHTOB JIOJDKHO OBITh MOJATBEPXKICHO OTHPABUTEIIO B COOTBETCTBUU C
MOPSIAKOM,  yKa3aHHBIM B CONPOBOJAUTENbHOM  muchbMme. OtmpaButenb  00s3aH
KOHTPOJIUPOBAaTh JOCTAaBKYy CBOMX OTHpaBiIe€HUM azapecatam. Ecium ot azapecara
CBOECBPEMEHHO HE TMOCTYNWJIO COOTBETCTBYIOIIETO TMOATBEPKICHUS, TO OTIPABUTEIb
JOJDKEH HAIpaBUTh €MY 3alpoC W MPUHATH MEPbl K YTOYHEHUIO MECTOHAXOXJICHUS
OTITPaBJICHUMN.

39. 3aka3 Ha U3rOTOBJIEHUE OYEPEAHBIX KIIFOUEBBIX JOKYMEHTOB, X U3TOTOBICHUE U
pPacchUIKy Ha MECTa MUCIOJIb30BaHUs JIJIsI CBOEBPEMEHHOW 3aMEHBI IEMCTBYIOIINX KIIFOUEBBIX
JIOKYMEHTOB CJIEAyeT MPOU3BOJIUTH 3a0JIarOBPpEMEHHO. YKa3aHHWe O BBOJE B JICHCTBHUE
OUYEPETHBIX KITIOUEBBIX JOKYMEHTOB MOXET OBITh JaHO TOJBKO MOCTIE MOCTYIUICHUSI B OpraH
Kpunrorpadhuueckou 3aiuThl MOATBEPKICHUM OT BCEX 3aMHTEPECOBAHHBIX MOJIb30BaTEICH
CK3MU o nony4eHUr UMH OYEPEIHBIX KITIOUEBBIX TOKYMEHTOB.

40. Paccbuika msroraBinuBaeMbix OAIICHU kimtoueBbIX JOKYMEHTOB WJIM MUCXOJHOM
KJIFOUeBOM MHGOPMAIIMA Ha MECTa MCIOJIb30BaHUS MOXET TIPOU3BOIUTHCS (PeepaibHbIMU
opraHaMH¥ MPaBUTEILCTBEHHOM CBsI3U M nH(MopManuu. Takasi pacChliKa OCYIECTBISIETCS 110
3asiBKaM OpraHa KpunTorpaduueckoid 3aliuThl WIM 3asBKaM KOOPJIWHUPYIOIIETO OpraHa
KpunTorpadguyeckom 3aiuThl (IpU €ro HaJIMYKUK) Ha JOTOBOPHOM OCHOBE.
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41. Heucnosb3oBaHHbIE WJIM BBIBEICHHBIE W3 JIEUCTBUS KIIOYEBBIE JOKYMEHTbI
MOJJIekKAT BO3BPAILLECHUIO B OpraH KpUNTOrpauueckoi 3aliuThl WIM MO €ro yKa3aHHIo
JOJIKHBI OBITh YHUUYTOKEHBI HA MECTE.

42. YHHUYTOXXEHHME KPUNTO KJItoYeH (MCXOJHON KIIIOUeBOW HH(POPMALMHU) MOKET
MPOU3BOIUTHCS MyTEM (PU3UYECKOTO YHUUTOXKEHHUS KIIOUEBOTr0 HOCUTENS, HA KOTOPOM OHHU
PacIoIOKEHbI, UM MyTeM CTUPaHUs (pa3pyLIECHUs) KPUIITO KIIIOUel (MCXOIHOU KITIOUeBOU
nH(popMarmn) 6€3 MOBPEKICHUS KITFOYEBOT0 HOCUTENS (1151 00ecTiedeHUsI BO3MOKHOCTHU €T0
MHOTOKpPATHOTO UCIIOJIb30BAHUS).

Kpunro xiaroun (MCXOAHYIO KIIOYEBYI0 HMH(OPMAIUIO) CTUPAIOT MO TEXHOJOTHH,
MPUHATON JJI1 COOTBETCTBYIOLIUX KIIFOUEBBIX HOCHUTENEH MHOTOKPATHOTO MCIOJb30BaHUS
(mucker, xommnakT-nuckoB (CD-ROM), Data Key, Smart Card, Touch Memory u T.11.).
HenocpencrtBennble ACHCTBUS MO CTHUPAHMIO KPUOTO KIHOYEH (MCXOMHOM KIIOUEBOU
uHdopmalMm), a TakkKe BO3MOXXHBIE OrpaHUYEHUS Ha JajbHEHIIee MpPUMEHEHUE
COOTBETCTBYIOLIUX KITFOUEBBIX HOCUTeJeH MHOTOKPaTHOTO UCIIOJIb30BAHUS
pPErJIaMEHTUPYIOTCS  JKCIUTyaTallMOHHOW M TEXHUYECKOM  JOKyMEHTalued K
cootBercTBytomuM CK3U, a Taxke ykazaHMsIMU OpraHU3allMM, MPOU3BOJUBIIEH 3alUCh
KPHUIITO KIH0Yel (MCXOIHOM KItIoueBON HH(OpMAIUN).

KitoueBble HOCHUTENM YHHUYTOXKAIOT IYTEM HAHECEHUS MM HEyCTPAaHUMOTO
(GU3HYECKOro MOBPEXKACHUS, UCKIIIOYAIOIIETO BO3MOXKHOCTh MX HCIOJIB30BaHUSA, a TaKkKe
BOCCTaHOBJICHMSI KJIIoueBoi nH(popmaiu. HenocpencTBeHHbIe ASHCTBUS IO YHUUTOXKEHUIO
KOHKPETHOTO THIA KJIIOYEBOIO HOCHUTENS PpErIaMeHTUPYIOTCS OKCIUTyaTallMOHHOW U
TeXHUYECKON JoKkymeHTamued k coorBercTBytomuM CK3M, a Ttakxke yka3aHusMHU
OpraHu3aluy, MPOU3BOAMBIIECH 3amUCh KPUNTO KIoued (MCXOJHOM — KIHOYeBOM
uHpopMaIum).

ByMakHbie 1 mpoyrie cropaeMble KIFOUeBbIE€ HOCUTENH, a TAKXKE HKCILTyaTallMOHHAS U
texHuueckas nokymenrtauus k CK3U yHuuToxkaroTcs myTeM CKUTaHHs WM C TIOMOUIBIO
M00BIX OyMarope3aTesbHbIX MalllvH.

43. CK3U yHMYTOX)AIOT (YTHIM3UPYIOT) B COOTBETCTBHU C TpeOOBaHUSIMU
[Monoxenuss I1K3-99 mno pemenuto oOnagatens KoH(UIEHIUATLHON HHOpMaLuy,
Brnajecromero CK3U, u no corinacoBanuio ¢ guiieHsnatom OAITICH.

Hameuennsie k yHuutoxenuto (ytwimzanuu) CK3U nognexar wu3bsATHIO U3
anmnapaTHbIX CPEJCTB, ¢ KOTOPbIMU OHU (hyHKIHOHHpoBaiH. [Ipu satom CK3U cumrarorcs
U3BATHIMU U3 allIapaTHBIX CPECTB, €CIU UCTIOHEHA TPETYyCMOTPEHHAS IKCIITyaTallMOHHON
u TexHuueckoil nokymentanuein k CK3M mnpouneaypa ynaneHuss MporpaMMHOTO
obecneuenuss CK3U, v OHU MOJIHOCTHIO OTCOEIMHEHBI OT aIMapaTHBIX CPE/ICTB.

44. TlpurogHele A NajdbHEHIIErO HCIOJIb30BAHUS Y3/bl U JIETAJW ammapaTHbIX
CpPEeICTB OOIIero Ha3HAYEHHUsA, HE TMpeJAHa3HAYCHHbIC CIELMATIbHO I anmnapaTHON
peanuzanuu Kpunrorpapuueckux aiaroputMoB wiau uHbIX ¢GyHkumid CK3U, a Ttaxke
coBmecTHO pabotatomee ¢ CK3U obopynoBanue (MOHHUTOPBI, NPUHTEPHI, CKaHEPHI,
KJaBuaTypa W T.[l.) paspemaercs wucnojb3oBarh mnocie yHuutoxeHuss CK3U 6e3
orpannuenuii. [Ipu s3Tom nndopmalus, KOTopas MOKET OCTaBaThCA B yCTPOICTBAX MaMsITH
obopyoBaHusl (HampuMep, B TMPUHTEpax, CKaHepax), NOJDKHA OBITh HAJEKHO yaajieHa
(ctepra).

45. KunroueBble OKYMEHTHI JOKHBI OBITh YHMUYTOXKEHBI B CPOKH, YKa3aHHBIE B
AKCILTYyaTallMOHHOM M TEXHUYECKOM TokyMeHTanuu K cootBercTByromuM CK3U. Ecnu cpok
YHUUTOXKEHHUSI IKCIUTyaTallAOHHOW M TEXHUYECKOM JOKyMEHTallMeil He YCTaHOBJIEH, TO
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KJIFOUEBbIE JOKYMEHTBI JOJKHBI ObITh YHUUTOXKEHBI He 1mo3/1Hee 10 cyTok mociie BEIBOAA UX
U3 JaectBus (OKOHYAaHMsSI Cpoka JAedcTBus). DakT YHUUYTOXKEHHS OQopMisieTcs B
COOTBETCTBYIOIIMX KYypHajax MO3K3EMIUIIpPHOrO y4yeta. B 3T ke Cpoku ¢ OTMETKOU B
TEXHUYECKOM (ammapaTHOM) >XKypHaje NOAJexaT YHUUYTOXKEHHUIO pa30BbIE KIIIOUYEBBIC
HOCUTENIM W paHee BBelAeHHas M xpansiascs B CK3UW wiM MHBIX JOMOJHUTEIBHBIX
yCTpOMCTBax KitoueBas HHQpOpMalMsi, COOTBETCTBYIOLIAS BBIBEICHHBIM W3 JIEUCTBUS
KPUIITO KJII0YaM; XpaHsiiuecs B KpunTorpaduyecku 3allUIIeHHOM BHJI€ JAHHBIE CIIETYET
nepemndpoBaTh Ha HOBBIX KPUIITO KITHOYaX.

46. Pa3oBble KIIIOUEBBIE HOCHUTENM, a TaKXKe€ OHJIEKTPOHHBbIE 3alMCU KIIOYEBOU
uH(pOpMAaIMM, COOTBETCTBYIOLIEH BBIBEICHHBIM U3 JEWUCTBUA KPHUNTO  KIIOYaM,
HenocpenctBeHHO B CK3M winM MHBIX JOMONMHUTENBHBIX YCTPOMCTBAX YHUYTOXKAIOTCS
nosib3oBaTesaMu 3Tux CK3U camocTosTeNnbHO 0T pACIMCKY B TEXHUYECKOM (amnmnapaTHOM )
KypHaie.

KitoueBble JOKYMEHTHI YHUYTOXKaloTcs Jnbo mnonb3oBatensimu  CK3U, nubo
COTPYIHHUKAMHU OpraHa KpUOTOrpapuyecKod 3alUThl MOJ] PACIUCKY B COOTBETCTBYIOIIUX
KypHaiax TMOIK3EMIUIIPHOTO yuyeTa, a YHHUYTOXKEHHE OOJbIIOro o0beMa KIHOYEBBIX
JOKYMEHTOB MOXeT ObITh odopmieHo axktoMm. IIpu 3ToM mnonb3oBatensim CK3U
paspemiaeTcsi ~ YHUUTOXKaThb  TOJIBKO  HWCIIOJIb30BaHHBIE  HEMOCPEJICTBEHHO UMM
(mpenHa3HaueHHble Uil HUX) KpunTo kitouu. [locne yHuutoxkeHus nons3zoBarenn CK3U
JOJIKHBI YBEIOMUTH 00 3TOM (TenedoHOrpaMMOM, YCTHBIM COOOIIEHHEM M0 TelaedoHy U
T.II.) COOTBETCTBYIOIINIA OPraH KpUNTorpaduuecKon 3aiuThl 17151 CIIUCAHUS] YHUUTOKEHHBIX
JOKYMEHTOB C MX JIMIEBBIX cueToB. He pexke omgHoro pasza B rona moisb3zoBatenun CK3U
JOJKHBI HAIpaBJsATh B OpraH KpunrTorpaduyeckod 3aliuThl MHUCbMEHHBIE OTYETHI 00
YHUUTOKEHHBIX KIIOUEBBIX JIOKyMeHTax. Opran kpunrtorpaduyeckod 3alluThl BIPaBE
YCTaHABIMBATh NEPUOJUYHOCTD MPECTABICHUS YKa3aHHBIX OTUETOB Yallle OJHOTO pa3a B
ro/I.

VYHUYTOXKEHHUE 10 aKTy NMPOU3BOJUT KOMHUCCHS B COCTaBE HE MEHEE JIBYX UEJIOBEK U3
qyclia COTPYAHHKOB opraHa KpunTorpapuyeckodl 3amuThl. B akTe ykaspIBaeTcsi, 4TO
YHUUTOKAETCs U B KAKOM KOJIM4YecTBe. B KOHIle akTa jienaeTcsi uToropas 3anuch (udpamu
U TPOIMKCHIO) O KOJIMYECTBE HAUMEHOBAHUN M DK3EMIUIIPOB YHUYTOXKAEMBIX KIFOYEBBIX
nokyMeHToB, uHctaumpytonmx CK3W Hocutenei, 3KCIIyaTallMOHHONM M TEXHUYECKOM
JOKyMeHTaluuu. McrpaBieHuss B TEKCT€ akTa JODKHBI OBITb OTOBOPEHBI U 3aBEPEHBI
MOJANMUCSIMU BCEX WIEHOB KOMHMCCHM, NPUHUMABIIMX Yy4acTHe B YyHUYTOXeHUU. O
MPOBEICHHOM YHHYTOXEHUU JIeJIAlI0TCSI OTMETKM B COOTBETCTBYIOIIMX >KypHajax
MO3K3EMIUIIPHOTO y4eTa.

47. Kpunro KIHOYd, B OTHONIEHMHM KOTOPBIX BO3HHUKIO TMOJO3PEHHE B
KOMIIPOMETAIIMHM, a TakkKe JACHCTBYIOIIME COBMECTHO C HHMMH JpYrHe KPHUMNTO KIIOYU
HEOOXOIMMO HEMEJJIEHHO BBIBECTH M3 JACHCTBUS, €CIM MHOW MOPSJIOK HE OrOBOpPEH B
AKCIUTyaTallMOHHOM U TexHudeckoil nokyMentanuu k CK3U1. O BbIBojEe KPUNTO KIHOYEH U3
JIEUCTBUSL COOOLIAIOT B COOTBETCTBYIOUIMI Opran kpunrorpaduueckoil 3ammurtel. B
Ype3BbIUAWHBIX  CIy4yasiX, KOIJla OTCYTCTBYIOT KPUNTO  KIIOYM JJIi  3aMEHbI
CKOMITPOMETUPOBAHHBIX, JOIycKaeTcs, o pemenuto aunenznara @AIICH, ucnonb3zoBanue
CKOMITPOMETUPOBAHHBIX KpUOTO KiItoyedl. B 3ToM chnydae mnepuoa  MCHOIb30BaHUS
CKOMITPOMETUPOBAHHBIX KPUNTO KIIOYEH JOKEH ObITh MAaKCUMAaJbHO KOPOTKUM, a
nepenaBaemMasi MHGopMaIus Kak MOKHO MEHee [IEHHO.

48. O HapylIeHUsAX, KOTOPbIE MOTYT MIPUBECTU K KOMIIPOMETAIIUN KPUITO KITI0UeH, UX
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COCTaBHBIX YacTel WM mepefaBaBileiicss (XpaHsuieilics)) C€ HUX HUCHOJb30BaHUEM
kKoHpuaeHmanbHo uHpopmanuu, mnonb3oBaTtean CK3U  o06s3aHbl  coobmaTth B
COOTBETCTBYIOLIMIA Oprad Kpunrorpaduueckoi 3amuTthl. OCMOTp KIIOYEBBIX HOCHUTENEH
MHOTOKpPAaTHOTO HMCHOJb30BAHUS MOCTOPOHHUMHM JIHMIIAMHU HE CIEAYeT paccMaTpUBaTh Kak
MO/I03PEHUE B KOMITPOMETALIMK KPUIITO KIIOYEH, €CITH IIPU 3TOM UCKIII0YANIaCh BO3MOYKHOCTh
UX KOMUPOBaHMS (UTEHHUs, pa3MHOXKEHHUs). B ciydasx HemocTaud, HE MNpEIbSBICHUS
KIIFOUEBBIX JOKYMEHTOB, a TAKKE€ HEONPEIEIECHHOCTH UX MECTOHAXOXKIEHUS MPUHUMAIOTCS
CPOYHBIE MEPHI K UX PO3BICKY.

49. MeponpusaTiss MO PO3bICKY M JIOKAJIM3AIUU TOCIEACTBUI KOMIIPOMETAIUU
KOH(uAeHIIMaNbHOW WH(OpMaNKK, TMepenaBaBlIelcs (XpaHSIIEHCs) C HCIOJIb30BAHHEM
CK3M, opranuzyer W  OCYHIIECTBIsAE€T  oOJiazarelb  CKOMIPOMETHUPOBAHHOM
KoH(puAeHIIMaTbHON HHpOpMAITHH.

50. TIlopsmox omnoemenuss mnons3oBatenei CK3M o  mpeamnosaraemon
KOMIIPOMETAIIMM KPUIITO KIIOYeH M MX 3aMEHE YCTAHABIIMBAETCS COOTBETCTBYIOUIUM
opraHoM kpunrorpaduueckoii 3amutsl win GATICH.

IV. Pazmemienue, cnenquajbHoe 000pyA0BaHNe, OXPAaHA U OPraHU3ALMS PEeKUMA B
noMeueHusx, rae ycranosjenbl CK3U nin XxpaHaTCs KJIHOYeBbIe JOKYMEHTbhI K HUM

51. Pa3memienue, crienudaibHOe O0OpYyAOBaHUE, OXpaHa M OpPraHMu3alusl pexuma B
nomenieHusx, rae ycranosiaeHbl CK3U wim xpaHsaTcs KiIro4eBble TOKYMEHTHI K HUM*(11),
JOJKHBI OOecrieunBaTh COXpaHHOCTh KoHGuaeHImanbHoW wuHpopmanun*(12), CK3U,
KJTFOUEBBIX JIOKYMEHTOB.

[Ipu ob6opynoBaHMM CIE€Ll TOMEIIEHWH JIOJDKHBI BBIOJHATHCS TpeOOBaHUS K
pa3menenuto, Mmoutaxy CK3U, a Taxxke npyroro o0opyaoBaHusi, (pPyHKIIMOHUPYIOUIETO C
CK3M.

[lepeuncnennbie B HacTosAmerd NHCTpyKIuU TpeOOBaHUs K CHel] MOMEIIEHUSIM MOTYT
HE TMPEeAbSIBIATHCS, €CIAM D3TO MPEAYCMOTpeHOo TmpaBuiamu nonb3oBaHusi CK3U,
cornacoBanHbiMU ¢ DAIICH.

52. Cnen NOMEIIEHHS BBIJCISIOT C YYETOM pa3MepoB KOHTPOJMPYEMBIX 30H,
perjiaMeHTUPOBAaHHBIX AKCIUTyaTallMOHHOW M TexHuueckon nokymenTtanueid k CK3U. Cnen
MOMEIICHHs] JOJKHBI MMETh IMPOYHBIE BXOJHBIE JBEPU C 3aMKaMH, TapaHTUPYIOUIUMU
HAJIeKHOE 3aKpbITHE CIell MoMeneHud B Hepaboyee BpeMsa. OkHa crel] MOMEIICHUH,
PacoIOKEHHBIX Ha MEPBBIX WM MOCIEIHUX dTaXaX 3JaHUM, a TAK)Ke OKHA, HAXOIAIIHUECs
OKOJIO TOXKAPHBIX JIECTHUIl M JPYTHMX MECT, OTKyAa BO3MOXHO NPOHUKHOBEHHUE B CIIEILl
MOMEIICHHS] TOCTOPOHHUX JIMII, HEOOXOAMMO 000pPYA0BATh METAIIIMYECKUMHU PEIIeTKaMHU,
WIM  CTaBHSAMHU, WIM OXpPaHHOM CUTHAJIW3alMeil, WId JpyrUMH  CpPEJICTBAMH,
MPENSATCTBYIOINIMMU HEKOHTPOIUPYEMOMY IIPOHUKHOBEHHIO B CIIEI TOMEIICHHUS.

53. Pa3melienue, criendaibHOe O0OpYAOBaHUE, OXpaHAa M OpPraHM3alUsl peXuma B
CHel, TOMEIICHHUSX OpPraHoB KpUITOTpauuecKol 3allMThl JOJKHBI HUCKIIOYUTH
BO3MOXHOCTh HEKOHTPOJIUPYEMOI'0 MPOHUKHOBEHHUSI WM NPEObIBaHUS B HUX MOCTOPOHHUX
JIULL, a TaKKe MPOCMOTPa MOCTOPOHHUMH JIMIIAMU BEAYIIUXCS TaM padorT.

54. PexxuM oxpaHbl crel] MOMENIEHUH OpraHoB KpUNTOrpapuiecKoil 3aluThl, B TOM
quclie MpaBWia JOMYyCKa COTPYAHUKOB M MOcCeTUTeNnel B pabouee u Hepabouee Bpems,
yctanaBnuBaeT JmieH3nar ®OAIICU mo corjmacoBanuio, Tpu HEOOXOAUMOCTH, C
obnanareneM KOHPUIASHIIUATBHONW WH(DOpMAIK, B TOMEIICHUIX KOTOPOTO PacIoiaraeTcs
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COOTBETCTBYIOIIUM OpraH Kpuntorpaduueckoil 3aiuThl. Y CTAaHOBJICHHBIA PEKUM OXPaHBI
JIOJIKEH MPEAYyCMATPUBATH EPUOAUYECKUN KOHTPOJIb 3a COCTOSHUEM TEXHUYECKUX CPEJICTB
OXPAaHBI, ECIIA TAKOBBIE UMEIOTCS, & TAKKE YUUTHIBATh MOJIOKEHUA HacToAlen MHCTpyKInm.

55. JIBepu cmell MOMEIIEHU OpraHoB KPUNITOTPapUUIECKON 3alUThl JTOJKHBI OBITh
MOCTOSTHHO 3aKPBITBl HA 3aMOK M MOTYT OTKPBIBATHCS TOJIBKO JJISi CAHKIMOHUPOBAHHOTO
MPOX0/1a COTPYAHUKOB U noceTutesei. Kimtoun oT BXOAHBIX IBEPEN HYMEPYIOT, YUUTHIBAIOT
W BBIJAIOT COTPYJHUKAM OPTraHOB KpUMOTOrpauuecKo 3allUThl MO PaCIUCKy B KypHaje
yueta xpaHwiuil. JlyOnukaTel KIHOYEH OT BXOJHBIX JIBEpEM TaKuUX CIell MOMEIICHHUI
cleayeT XpaHUTh B celihe PyKOBOAUTENS OpraHa KpunTorpaduueckoi 3anuThl. XpaHEeHHUE
nyOMuMKaTOB KIIOYEH BHE TOMENIEHUA opraHa KpunTorpad@uyeckod 3aiiuThl HE
JOIyCKAETCA.

56. [Ing npenoTBpallleHUs NOpOCMOTpa M3BHE CHEL TMOMENIEHWM OpraHoB
Kpunrorpahuueckou 3aluThl UX OKHA JOJKHBI OBITh 3aIUIIICHBI.

57. Cnern momenieHus OpraHoB KpUuntorpaduueckoi 3aiuThl, KaK MPaBUIIO, JOJKHBI
OBITH OCHAIIICHBI OXPAHHON CHUTHANM3AIIUEN, CBA3AHHON CO CIY>KOOH OXpaHbl 37aHUS WIH
JEXKYPHBIM IO OpraHu3anuu. VCrpaBHOCTh CUTHAIM3AIMU MEPUOIUYECKH HEOOXOIUMO
MIPOBEPATh PYKOBOJMTEINIO OpraHa KpUNTOoTrpauuecKkor 3aliuThl UK MO €ro MOPYYEHUIO
JIPYroMy COTPYIHHMKY 3TOrO OpraHa COBMECTHO C MPEICTaBUTEIEM CIIY>KObI OXpaHbl WU
JI€)KYPHBIM 10 OpPraHu3alii ¢ OTMETKOM B COOTBETCTBYIOIIUX KYypHajax.

58. Kaxnapii opran kpuntorpad@uueckod 3aliuThl IS XPaHCHHUS KITFOUYEBBIX
JOKYMEHTOB, SKCILTyaTallHOHHON U TEXHUYECKON JOKyMeHTaluu, nHctammupyromux CK3U
HOCHUTEJIEH NOHKEH MMETh HEOOXOAMMOE YMCIIO HAACKHBIX METAUIMYECKUX XPaHWJIUII,
000pYy/IOBaHHBIX BHYTPEHHHUMHM 3aMKaMHU C JBYMS JSK3EMIUIApaMH KIIFOYEH W KOJIOBBIMH
3aMKaMU WA TPUCTIOCOOJEHUSMHU [IJII OINEYaThIBaHUS 3aMOYHBIX CKBaXWH. OpuH
AK3EMIUISIP KIIKOYA OT XPAHWJIUILA JOJKEH HAXOIUTHCS Yy COTPYAHUKA, OTBETCTBEHHOTO 3a
xpanwuine. JlyoaukaTsl KIt04e OT XpaHUIUII COTPYIHUKU XPaHAT B ceiihe pyKOBOAUTENS
opraHa Kpuntorpahuueckoi 3aiuThl.

JlyOnukaT Kiiro4a OT XpaHWIHIIA PYKOBOAUTENS OpraHa Kpuntorpadhuueckoi 3aiuThl
B OICYAaTaHHOW YIAaKOBKE JIOJDKEH OBITh IepeaH Ha XpaHCHHE JOJDKHOCTHOMY JIUILY,
HazHadyaemoMy juieH3znatom G AIICH, o pacnucky B COOTBETCTBYIOIIEM KypHAJE.

59. Tlo oxoH4aHuW pabodyero AHS CHEll MOMEIICHHUS opraHa KpunrTorpadudeckon
3aIIUThl M YCTAHOBJICHHBIE B HUX XPAHWIMINA JOJKHBI OBITh 3aKPBITHI, XPaHWIHUIIA
ornevatanbl. Haxosiuecs B MOJb30BaHUM KIIOUU OT XPAHWIHUII JOJDKHBI OBITH CIAHBI MO/
pPacIUCKy B COOTBETCTBYIOIIEM >KypHaje PYKOBOJIUTENII0 oOpraHa Kpunrorpadudeckoin
3aIIUTHl WIHM JIUILY, UM YIOJHOMOYEHHOMY (I€KYPHOMY), KOTOPBIE XPaHAT ATH KJIIOYU B
JIMYHOM WJIH CIIEIUAIIBHO BBIICJIEHHOM XPaHUJIUILE.

Kintoun ot cnen nmoMemeHuid, a Takke K4 OT XPaHWINIIA, B KOTOPOM HaXOASTCS
KJIFOYM OT BCEX JAPYTUX XPaHWIHII OpraHa Kpuntorpaduueckoil 3aiiuThl, B OEYaTaHHOM
BUJIC JIOJDKHBI OBITh CAAHBI TMOJI PACIUCKY B COOTBETCTBYIOIIEM KYpPHAJIE CIIYKOE€ OXpaHbI
WIA JIEKYPHOMY IO OpPraHU3alldd OJHOBPEMEHHO C IMEPENaveu MoJ OXpaHy CaMUX CIIEIl
noMemieHuid. Iledatn, mnpenHa3Hay€HHbIE Uil ONEYAThIBAHMS XPAHWIMI, JIOJKHBI
HaXOJIUTHCS Y COTPYAHUKOB OpraHa KpUNTOrpaduuecKoil 3alluThl, OTBETCTBEHHBIX 3a ATH
XpaHWINIIA.

60. IIpu yTpaTe kiato4a OT XpaHWUJIMILA WIK OT BXOJHOW ABEPHU B CIIEI] OMEIICHUE
opraHa Kpunrorpaduyeckoi 3amuThl 3aMOK HEOOXOJAMMO 3aMEHUTh WJIU TIEpe/esiaTh ero
CEKpeT C M3TOTOBJICHUEM K HEMY HOBBIX KIIHOYEH ¢ TOKYMEHTaIbHBIM odopmieHueM. Eciu
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3aMOK OT XpaHWIWIIA TMepeieNnarb HEBO3MOXKHO, TO TaKOe XpaHWIHILE HEoOXO0JUMO
3amMeHUTh. [lopA10K XpaHEeHUs KITIOUEBBIX U APYTUX JOKYMEHTOB B XPaHWIHUIIE, OT KOTOPOTO
yTpaueH KJIIY, /10 HM3MEHEHHUS CEKpeTa 3aMKa YCTAaHABIMBAET PYKOBOJIWUTENIb OpraHa
KpUnTorpadguyeckoi 3aiuThl.

61. B oObIYHBIX YCIOBHUSX CHEIl MOMENICHUS] OpraHa KpUnrorpaguueckoi 3aiiuThl,
HAXOJSIIUECS B HUX OlleYaTaHHbIE XPaHMUIUIIA MOTYT ObITh BCKPBITHI TOJIBKO COTPYAHUKAMHU
opra’a Kpuntorpaguyeckoil 3amuThl.

ITpu OoOHapyKeHUU MIPU3HAKOB, YKa3bIBAIOIINX Ha BO3MOKHOE
HECAHKLIMOHUPOBAHHOE IPOHUKHOBEHHWE B OTH CIHEL MOMEUIEHUS WIM XpaHWIuIa
MOCTOPOHHMX JIMII, O CIYYUBIIEMCS JOJKHO OBITh HEMEJIEHHO COOOIIEHO PYKOBOIUTENIO
opraHa  Kpunrorpaduueckou 3AILUTBHIL. [TpuObIBIINE COTPYIOHUKHU oprasHa
KpunrTorpadguyeckod  3aluThl  JODKHBI  OLIGHUTh  BO3MOXHOCTH  KOMIIPOMETAIIUU
XpaHSIIMUXCS KIYEBBIX W JPYrUX JOKYMEHTOB, COCTaBUTb AaKT MW IMPUHATb, IIPU
HEO0OXOIUMOCTH, MEPHI K JIOKAJTU3ALUU MTOCIEICTBUI KOMIPOMETallui KOHPUACHIIMATbHON
uH(pOpPMAIUH U K 3aMEHE CKOMIIPOMETUPOBAHHBIX KPUIITO KITHOYEH.

62. Pasmemenue u wmontax CK3HM, a Takxke apyroro oOopynoBaHuS,
dbyukuonupyromiero ¢ CK3U, B crient nomemenusx mojgb3oatenaeit CK3U nomkHbI cBeCTH
K MUHAMYMY BO3MOXHOCTb HEKOHTPOJIUPYEMOIO JOCTYIIa IOCTOPOHHUX JIMI] K YKa3aHHBIM
cpenctBaM. TexHHYEeCKoe 0OCIIyKMBaHUE TAaKOro 00OPYIOBaHUS M CMEHA KPUIITO KIHOYeH
OCYIIECTBIISIIOTCS B OTCYTCTBHE JIMII, HE JONMYIIEHHBIX K padote ¢ ganasiMu CK3U.

Ha Bpems orcyrcTBus nons3zoBareneit CK3U ykazanHoe o6opyaoBaHue, IpU HATUYU U
TEXHUYECKON BO3MOXKHOCTHU, JTOJDKHO OBITh BBIKJIIFOYEHO, OTKIIOYEHO OT JIMHUU CBSI3U U
yOpaHo B oreuaTbiBaeMble XpaHwiuina. B mporuBHoMm citydae moibs3oBaTenu CK3U mo
COrJIaCOBAaHUIO C OpPraHoM Kpunrorpad@uueckoid 3aiuTbl O0O0f3aHBl MPETYCMOTPETH
OpraHMU3alMOHHO-TEXHUYECKHE MEPBI, HCKIIFOUAOIINE BO3MOKHOCTh ncnoiab3oBanus CK3U1
ITOCTOPOHHHUMHM JIMLIAMU B UX OTCYTCTBUE.

63. Pexxum oxpansl crien) noMenieHnii nonp3oateneii CK3U, B Tom uncne npasuia
JIOMyCKa COTPYJHUKOB W IOCETHTeNel B pabouee U Hepabouee BpeMsi, yCTaHABIMBAET
oOnazaresb KOH(PpHUACHIMATBHOW WH(OpPMALKMK MO COTIaCOBAHUIO C COOTBETCTBYIOUIUM
OpraHoM KpunTorpauyeckod 3alluThl. YCTAHOBJICHHBIA PpEXUM OXPaHbl JOJIKEH
IpeaycMaTpuBaTh MEPUOJNYECKUN KOHTPOJb 3a COCTOSHHUEM TEXHUUYECKUX CPEACTB
OXpaHbl, €CJIA TAKOBbIE UMEIOTCS, a TAKKE YUUTHIBATh MOJIOKEHNA HacTosAed NHCTpyKkIuwy,
cnenuuKy 1 ycloBUs paboThl KOHKPETHBIX nosib3oBaTeneit CK3U.

64. B cnen nmomemienusax nosb3oBareneit CK3UM nnga XpaHeHUs BBIIAHHBIX UM
KJIFOUEBBIX  JIOKYMEHTOB,  OJKCIUIyaTallMOHHOM W  TEXHHYECKOM  JOKYMEHTAIlUW,
unctampytomux CK3U Hocutenelr HEOOXOaUMO HMMETh JAOCTATOYHOE YHUCIO HAJAEKHO
3anmupaeMblx — MKaoB  (SIIMKOB, XPaHWIWIL) HHIUMBHUIYAJIbHOTO  MOJIb30BAHUA,
000pYyAOBaHHBIX MPUCIOCOOTIEHUSAMU JIJIsi ONEYAThIBAHUS 3aMOYHBIX CKBaxuH. Kitouu ot
ATUX XPAHWIUL] JOJDKHBI HAXOIUTHCS Y COOTBETCTBYIOIINX Mojab30BaTeneit CK3U.

65. Ilpu yTpaTe Kiro4a OT XpaHWINILA WIK OT BXOJHOW JIBEPH B CIIEI] IOMEIIEHUE
nosib3oBatens CK3M 3amok HEoOXOOMMO 3aMEHHTh WM TepelesiaTh €ro CEKpeT ¢
M3TOTOBIICHUEM K HEMY HOBBIX KJIIOUEH C TOKyMEHTaJIbHbIM oopmiieHneM. Eciu 3aMok ot
XpaHWJUIIA TepeiesaTh HEBO3MOXXHO, TO TaKO€ XpaHWJIHUIIE HEO0OXOAMMO 3aMEHUTb.
Ilopsinok XpaHEHUs KIIOUEBBIX U IPYTHX JOKYMEHTOB B XpPaHWIIHUILE, OT KOTOPOTO yTpauyeH
KJTI0Y, 10 U3MEHEHUS CEKpeTa 3aMKa YCTaHABIMBAET OPraH KpUNTOrpadpruuecKon 3aliuThl.

66. B 00ObIYHBIX YCIIOBUSAX OleyaTaHHbIe XpaHuiuina noib3oBateneid CK3U moryt
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OBITH BCKPBITHI TOJILKO CAMUMHU TIOJIb30BATEIISIMHU.

ITpu oOHapy>KeHUHU MIPU3HAKOB, YKa3bIBAIOIINX Ha BO3MOXHOE
HECAHKLIMOHUPOBAHHOE NPOHUKHOBEHUE B OTHU CHEL MOMEUICHUS WIM XpaHWIUIIA
IOCTOPOHHUX JIMI, O CIY4YMBIIEMCS JOJDKHO OBITh HEMEUIEHHO COOOIIEHO PYKOBOJICTBY
obnanarens KOH(pUJEHIHATbHON  MHGbOpMaIH U PYKOBOJHUTEIIO opraHa
Kkpunrorpaguyeckor 3amuThl. [IpuOBIBIINE COTPYAHUKHM oOpraHa KpUOTOrpapuyecKoin
3aIIMTHl JIOJKHBI OLIEHUTh BO3MOXHOCTHh KOMITPOMETALMM XPAHSIIMXCS KIHOYEBBIX U
JIPYTUX JOKYMEHTOB, COCTABUTH aKT U MPUHSATH, IPU HEOOXOIUMOCTH, MEPHI K JIOKAJIU3aLUU
MOCJIEICTBUA ~ KOMIIPOMETALIMM  KOH(HUACHIMAIbHOH HMHPOpMAallMM W K  3aMEHe
CKOMIIPOMETUPOBAHHBIX KPUIITO KIIKOYEH.

V. KonTpoJb 3a opranusanuei u odecrnedeHneM 0€30MacHOCTH XPaHeHH s, 00padoTKu
U NnepeJayM 1o KaHajaaM cBsizu ¢ ucnojb3opanneM CK3U konguaeHua bHoOM
HHopMaLUU

67. Konrtponp 3a opranuzauueid u oOecrieueHHeM O€30MacHOCTH XpaHEHUs,
00paboTKU ¥ Tiepeaadyu Mo KaHajgaMm cBs3u ¢ ucrnoiab3oBanueM CK3U koHpuaeHInaIbHOM
uH(poOpMaIMM - TOCYJAapCTBEHHBIM KOHTPOJIb OCYIIECTBISAIOT (elepanbHble OpraHbl
MPaBUTEIILCTBEHHON CBsi3u U uHbopmanuu®(13). B xome rocynapCTBEHHOTO KOHTPOJIS
U3YyYaroTCs U OL[CHUBAIOTCS:

- opranuzaius 6e30nacHOCTU XpaHEeHHs, 00pabOTKU U Mepeaauu Mo KaHajaM CBS3H C
ucnonibzoBanueM CK3U xondpuaenmansHoi nHGopmanuu;

- JOCTUTHYTBHIH YpPOBEHb KpUNTOrpauueckoil 3amuThl KOH(MUIECHUIUATIBHON
uHpopmaIuy;

- ycnoBus ucnoiibzoBanust CK3U.

68. [Ipu opranuzanuu 6€30MaCHOCTU XpaHEHUs, 00pabOTKU U MepeJayu Mo KaHajam
cBs3u ¢ ucnoib3oBanueM CK3U moanexamieil B COOTBETCTBMM C 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepanuu o0s3aTenbHONM  3amuTe KOHGUIAECHIMATBHOW WHGMOpMaUU
rOCy/IapCTBEHHOMY KOHTPOJIIO MOJUICKUT JesTeabHocTh JulieH3uatoB @AIICH, a Takxe
oOnamareen KOH(pUAEHIIUATbHON uHpopManum, €CIIn HEOOXOIUMOCTh
KpunTorpaduyeckom 3amuThl Tako nHGopManuu B coorBeTcTBUU ¢ [Tonoxenuem [1K3-99
oTpeieNsieTCsl TOCYIapCTBEHHBIMU OpraHaMu WM TOCYJapCTBEHHBIMU OPTaHU3AUSAMH.

[Ipu opranumzanuu 6€30MaCHOCTH XpaHEHHUs, oOpabOTKH W TMepejayu Mo KaHajlaM
cBs3u ¢ ucnonb3zoBanueM CK3M we momnexamiedt  o0si3aTenbHOM — 3aluTe
KOH(UIEHIHaIbHON MH(OPMAIIMU TOCYAAPCTBEHHOMY KOHTPOJIIO MOJJIEKUT IESITEIbHOCTh
munen3zuaroB GAIICH. Obnagatenu KoHpUAEHIMANbHOW HH(OpManuu B ATOM cllydae
MOTYT OBITb TpOBEpeHbl (enepaibHbIMU OpraHaMu MPABUTEIBCTBEHHOW CBS3UM U
uH(pOpMAaIUH JIUIIB IO UX TPOCHhOE WM C UX COTJacusl.

Bo3moxHocTs U (opMy JOCTyna TroCyJapCTBEHHBIX KOHTPOJIBHBIX OPraHOB K
coJiepKaHUI0 KOH(GUIESHIIMATbHON UHPOPMALIMK ONpeiesisieT PYKOBOJUTENb MPOBEPIEMO
OpraHu3aluu.

Cpoxu U IEpUOJUYHOCTh FocyAapcTBeHHOTo KOHTpouist onpeaenser GAIICH.

69. Jlunensuatsl ®AIICU o00s3aHbl KOHTPOJIUPOBATH BBHIMOJHEHUE 00JIaJaTEIsIMU
KOH(UIeHIMaIbHON MH(OpMAIMU JaHHBIX UM yKa3aHUH MO OpraHu3alii U 00eCieueHHIO
0€30MacHOCTU XpaHeHHUs, 00paboTKM M TepeAadyd Mo KaHajaM CBSI3U C HMCIOJb30BaHUEM
CK3U xoHbpumeHIHAIBLHON HHPOpMAIIUU, a TaKKe COOJIOJeHHWE TaKUMH 00J1aJaTesIsaMu

www.alfario.ru



ycinoBuid ucnosib3oBaHus CK3U, ycTaHOBIEHHBIX SKCITyaTallMOHHOW M TEXHUYECKOH
nokymenTtanueit k CK3U, cepruduxkarom ®AIICHU u nacTosmein MHcTpyKuuen.

70. B niensix KOOpAMHALHUH TOCYJapCTBEHHOTO KOHTPOJIA U KOHTPOJISA, TPOBOAUMOTO
munen3zuaramu G ATICH, penepanbHbie Opranbl IPaBUTEIbCTBEHHOM CBS3M M MHPOPMALIMU
MOTYT IJITAHUPOBATh U NMPOBOAUTH MPOBEPKU COBMECTHO C 3aMHTEPECOBAHHBIMU OPTraHAMU
KpunTorpaduyeckom 3amuThl, pekoMeH10BaTh juiieHznataM GAIICHU o0beKThl TPOBEPOK.

71. HenocpenCTBEHHBIM NONMYCK K IPOBEPKE KOMHCCUM WM YINOJIHOMOYEHHOTO
(dbenepaibHBIX OpPraHOB MPABUTEIBCTBEHHON CBA3M W HMH(POPMALMU OCYUIECTBISET
PYKOBOJCTBO MPOBEPSAEMBIX JIML NPHU NPEABSIBICHUHA NPOBEPSIOMIMMH yIOCTOBEPEHUS
(mpennucaHusi) Ha TNpPaBO MPOBEPKH, 3aBEPEHHOr0 IMe4yaThlo, M JOKYMEHTOB,
YIOCTOBEPSAOUIUX JINYHOCTb.

VYaocroBepeHust (mpeAnucaHusi) Ha MpPaBO MPOBEPKH MOAMMCHIBAIOT T€HEPATIbHBIN
mupexkrop DAIICH, ero 3amecTuTenu, a TakKKe I0 HX YKa3aHUIO - PYKOBOAUTEIN
(dbenepalibHbBIX OPTaHOB MPABUTEIBLCTBEHHOW CBSI3M M MHPOpMauuu. [Jomyck K MpoBepke
BO3MOKEH HAa OCHOBAaHMM YKa3aHHMl 3THX JUL, NEPEAAHHBIX MO TEXHUYECKUM KaHalam
CBSI3U.

72. Ilo pe3ynbrataM rocynapCTBEHHOIO KOHTPOJISI COCTABISETCS MOJAPOOHBIN WU
KpaTkuil akt, cnpaBka. C akToM MNpOBEpPKU (CIPaBKOM) MOJ PACIHUCKY IOJIKHO OBITh
O3HAKOMJIEHO PYKOBOJICTBO TMpOBEpSieMBbIX JHI. AKT (CHpaBKy) BBICBUIAIOT B
COOTBETCTBYIOLIMIA OpraH KpUOTOrpapuUecKoil 3aliuThl, KOOPAMHUPYIOIIUNA oOpraH
Kpunrorpadpuyeckod  3amuTbl  (Ipu  ero  HanuuuMu) U (denepanbHbId  OpraH
MPaBUTEIBCTBEHHOM CBA3U U MHGopManmu. Ecnu B Xo/ie NpoBEepKH BBISBJICHBI HAPYLICHUS
TpeboBanuii u ycioBuil nuuen3uit u ceprudpurkaros GAIICHU, To denepanbHbie opraHbl
MPaBUTEIbCTBEHHON CBsi3M W uHpopManuu coobmarT B JIMIEH3MOHHBIA U
ceprudurannoHHbii neHTp @AIICH 00 3THX HApYLIEHUAX U TIPUHITHIX MEpaXx.

Ecnu B ucnons3oBanuu CK3U oOHapyxensl HepocTaTku, To JuiieHzuatsl ®AITICH,
oOnazaarenu KoH(MUIEHIHaTbHON HHGOpMAIMK 00s13aHbl IPUHATH O€30TiIaraTeIbHble MEPHI
K YCTPAHEHHMIO BCKPBITBIX IMPOBEPKON HEIOCTATKOB M BBIINOJHEHUIO PEKOMEHIAINMH,
U3JIOKEHHBIX B akTe MpoBepku. CooOlIeHHs O NPUHATHIX Mepax JJODKHBI OBbITh
MPE/ICTABICHbl B YCTAHOBJIEHHBIE MPOBEPSIOMUMU CPOKH. [Ipu HEOOXOIMMOCTH MOXKET
OBITH COCTABJICH IJIAH MEPOTIPUSATUM, T/I€ MPEyCMATPUBAETCS PEUICHUE COOTBETCTBYIOIIUX
BOITPOCOB.

73.  Opradbl  kpuntorpa@uyeckoil  3amuThl  (KOOPIAWHUPYIOIIME  OPTaHbl
KpunTorpadguyeckon 3amuThl) JOJDKHBI 0000IIaTh pe3ysbTaThl BCEX BHUAOB KOHTPOJS,
aHANIM3UPOBATh TMPUYUHBI BBISBICHHBIX HEIOCTaTKOB, pa3paldaTbiBaTh MeEphl MO HX
npo(uIaKTUKE, KOHTPOJIUPOBATH BBHIMOJIHEHUE PEKOMEHIAIUM, COJepiKallluXCcs B aKTax
IIPOBEPOK.

74. Ecnu B ucnonb3zoBanud CK3W BbISABIEHBI CEpbe3HBbIE HApYLICHHS, U3-3a YETO
CTAaHOBHTCSI peajbHOM yTeuka KOH(UACHIHAIbHON HHpOpMalnH, 6€301acHOCTh KOTOPOH
oOecrneunBaercs ¢ ucnoiszoBanuem CK3U, To ¢peaepanbHbie opranbl NpaBUTEILCTBEHHON
cBs3u U uHpopmanuu, auneHzuatsl GAIICH BrnpaBe narh ykazaHue O HEMEIJIEHHOM
npekpaieHnn ucronb3oBanuss CK3U no ycrpaHeHus NprUYuH BBISIBICHHBIX HapylleHui. B
TOM cilydae ¢eaepaibHble OpraHbl MPaBUTEIbCTBEHHOW CBA3M W HMH(OpPMALUU MOTYT
HanpaBuTh B JIuneH3nonHsii u ceptudukanuonnsii neHtp ®AIICH npencranenue o6
oT3bIBe (IpUOCTaHOBJICHUU JeicTBus ) nuieH3uit GAIICH.

75. Ob6naparens KoH(GUICHUMATBLHOW HWHGPOpPMAlMU BOpaBe OOpaTUTHCS B
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(dbenepanbHble OpTaHbl IPABUTEILCTBEHHOM CBSI3U U MH(POPMAITUHU ¢ TPOCHOOI O MPOBEICHUU
Ha JIOTOBOPHOM OCHOBE T'OCYAAPCTBEHHOI'0 KOHTPOJS C LENbI0 OLEHKH JOCTATOYHOCTH U
00OCHOBAaHHOCTH  TNpuUHMMaeMbix  JuiieHsuarom DOAIICHU  wmep  3ammuThl  ero
KoH(puAeHIIMaTbHON HHpOpMAITHH.

*(1) Hudopmammss ¢ orpaHUYEHHBIM JIOCTYIIOM, HE COJepKalias CBEJACHUM,
COCTaBIIIOIIMX TOCYAApPCTBEHHYIO TaiiHy, B HactosAwmed WHCTpYKIIMM HMEHyeTcs -
KoH(puAeHIIMaIbHast HHOpMaIIUS.

*(2) CeprudpuuupoBanusie DAIICU cpeactBa Kpuntorpa@uueckoil 3amiuThl
KoH(puIeHInanbHoi nHdopmanuu B HacToset Muctpykiuuu nmenytores - CK3U. K CK3U
OTHOCSITCS:

- peanu3yoliyMe Kpunrorpadguueckue aaropuTMbl IpeoOpa3zoBaHus HHGOpMAIUU
anmnaparHble, MPOTPaMMHBIE U alapaTHO-MPOrPaMMHbBIE CPEICTBA, CUCTEMbI U KOMILJIEKCHI,
oOecreunBaroiye 6e30nacHoCTh HH(OPMAIUK NPU ee 00padoTKe, XpPaHEHUH U TIepeiaye 1Mo
KaHajaMm cBs3H, Bkirouas CK3U;

- peanu3yoliMe Kpunrorpaduueckue aaropuTMbl IpeoOpa3zoBaHus HHGOpMAIUU
anmnaparHble, IPOrpaMMHbIE U alapaTHO-MPOrPAMMHBIE CPEJICTBA, CUCTEMBI U KOMITJIEKCHI
3alllUThl OT HECAHKIMOHUPOBAHHOIO JOCTyNna K HHpopmanuu npu ee o0paboTke u
XpaHEHUU;

- peanu3yroliyMe Kpunrorpaduueckue aaropuTMbl IpeoOpa3zoBaHus HHGOpMAIUU
anmnaparHble, IPOrpaMMHbIE U alapaTHO-MPOrPAMMHBIE CPEJCTBA, CUCTEMBI U KOMITJIEKCHI
3alllMThl OT HABA3BIBAHUS JIO)KHOW HMHGOpPMAIMK, BKIIOYas CpeACcTBA MMUTO3ALIUTHI U
«QIEKTPOHHOU MOAHCHY;

- anmapaTtHble, MPOTPaMMHBIE U alMapaTHO-NPOTPaMMHBIE CPEJICTBA, CUCTEMbI U
KOMIUJIEKCHI HM3TOTOBJIEHUS M paclpeielieHus KiaodeBbix JgokymeHntoB s CK3U
HE3aBUCUMO OT BUJIa HOCHUTES KIII0UE€BOM HH(OpMAIUK.

*(3) OonagatenssMu  KOHQUACHIMANTbHOW  WHOpPMAUMU  MOTYT  OBIThH
rOCy/IapCTBEHHbIE OpraHbl, TOCYJapCTBEHHBIE OpraHu3alMid MW JApyrHe OpraHu3anuu
HE3aBUCUMO OT HX OpPraHU3alMOHHO-NPaBOBOM (opMbl U (HOpMBI COOCTBEHHOCTH,
WHIUBUIYaJIbHBIE IPENPUHUMATEIN U PU3NUECKHE JTUTIA.

*(4) Cet KOH(PUACHIIUATBHON CBSI3U - CETU CBA3M, MPeIHA3HAUYCHHBIE JJIs Nepeaadn
KOoH(puAeHIIMaTbHON HHPOpMAITIH.

*(5) Oneparopsl KOHPUASCHIIMATBHONW CBS3H - ONEPaTOPhl CBA3M, MPEIOCTABIIAIONINE
Ha ocHoBaHuM yuneH3un GAIICH ycnyru koHGUIEHIMATBLHON CBSI3U C MCIOJIb30BAaHUEM
CK3M.

*(6) Oneparopsl KOH(GUISHIMAIBHOW CBS3U U Jinla, uMeroniue juneHsuo OAIICU
U He SBISIOLIMECS orepaTopaMu KOH(HIIEHLIHUAIbHON CBs3M, B HacTosmer WucTpykiuun
nMenyroTcs auneH3uatel GAIICH.

*(7) Opranom kpunrtorpauueckoi 3auThl MOXKET ObITh OpraHU3alNs, CTPYKTYPHOE
noApaszaeneHue opranusanuu - JuieHsuatra OAIICHU, obnanmarens xkoHbUICHIIMATHHOMN
uHpopmaru. OyHKIHUU OpraHa KpUNTOrpapuuecKoi 3aluThl MOTYT ObITh BO3JIOKEHBI Ha
¢bu3rUecKkoe JUIIO.

*(8) dusznueckue JHIA, HEMOCPEACTBEHHO momymieHHbie Kk padore ¢ CK3U, B
Hacroseld MHCTpyKun nMeHyroTcs - nosnb3oBarenn CK3U.

*(9) B nacrostiieit THCTpYKIMU UCIIONB3YIOTCS CIIETYIOIIME TTOHSITHS U ONIPEIeTICHUS :

- Kpunrorpaguyeckuii KJIW0Y (KPUNTO KJIKWY) - COBOKYIHOCTh JaHHBIX,
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oOecreunBaroias BbIOOp OAHOTO KOHKPETHOTO KPUNTOrpaguyecKoro npeoOpa3zoBaHus U3
Yuclia BCEX BO3MOXKHBIX B JAHHOW KPUMTOIpaPUUECKON CHCTEME;

- KJIlo4eBasi ”HGopManus - CriellUagIbHbIM 00pa30M OpraHu30BaHHAs COBOKYITHOCTh
KPUIITO KIIOYeH, MpelHa3HauYe€HHas JUIsl OCYLIECTBICHUS KPUNTOrPapUUYECKON 3aIIuThl
uH(pOpMaIKU B TEUEHHE OIPEIeIEHHOTO CPOKa;

- MCXOAHAs KJII04YeBasi MHGOPMAaIUA - COBOKYHOCTb JAHHBIX, MTPEeIHA3HAYCHHBIX
JUIsL BBIPAOOTKH 1O ONPEeeJICHHBIM MPaBUSIaM KPUIITO KIIIOUYEH;

- KJIO4YeBOHl JOKYMEHT - (U3MUYECKUIl HOCUTENb OIPEAeIeHHOW CTPYKTYpHI,
coJlepKallliii  KIIIOUYEeBYI0 HMHQpOpMalKio (MCXOJIHYIO KIIOYEBYI0 HHGPOpPMAIMIO), a MpHU
HEO0OXOIUMOCTH - KOHTPOJIBHYIO, CIIY>KEOHYIO U TEXHOJIOTUYECKYI0 HH(POPMAIIHIO;

- KJK4YeBOil HoOcUTeNdb - (U3UYECKUH HOCUTEIh OIPEACIICHHON CTPYKTYpHI,
MpeaHa3HAYeHHBIN JJI pa3MeIlleHUs Ha HEM KJII04eBOW nH(opmanuu (MCXOAHON KITI0UeBOU
uHpopmaruu). Pasznuyaior pa3oBbli  KIIOYEBOM HocuTenb (Tabnuna, mnepdoseHra,
neppokapTa U T.N.) U KIIOYEBOM HOCHUTENIb MHOTOKPAaTHOI'O HCIIOJIb30BaHUS (MarHUTHas
JIeHTa, TUCKeTa, KoMmakT-auck, Data Key, Smart Card, Touch Memory u T.11.);

- KJI04YeBOH OJOKHOT - HA0Op OYMa)KHBIX KITIOYEBBIX JIOKYMEHTOB OJHOrO BHUZA
(Tabmun, nepdoisieHT, nepdokapT U T.M.), COPOUIIOPOBAHHBIX W YMNAKOBAHHBIX 10
YCTAHOBJIEHHBIM IIPABUIIAM.

*(10) ITox kommpoMeTaIueit KpUITo KItouel B HacTosel MHCTpyKIIUY MOHUMAaETCs
XMILEHUEe, yTpaTa, pas3rjalieHue, HECAaHKIMOHUPOBAHHOE KONMUPOBAHHE U JpYyrue
MPOUCLIECTBUSA, B pE3yJbTaTe KOTOPHIX KPHUIITO KIIOYHM MOTYT CTaThb JOCTYIHBIMU
HECAaHKIIMOHUPOBAHHBIM JIMLIAM U (WJIM) ITPOLIECCAM.

*(11) Homemenus, rae ycranoinenbl CK3U unu xpaHsTcs KitoueBble TOKYMEHTHI K
HUM, B HacTosme MHCTpyKIMKU HUMEHYIOTCS - CTIell TOMEIIEHUS.

*(12) TpeboBanus Kk 00ECEYEHUIO COXPAHHOCTU KOH(UIESHIMAIbHON HHPOpMaLIUU
B CIIel] TOMEIICHUIX aHAJIOTUYHbI TPEOOBAHUAIM K TOMEIICHUSIM, I71€ BBIMOIHSIIOTCS paOOTHhl,
CBs3aHHBbIE C XpaHeHHeM (00paboTkoil) Takod HHPOpPMALMHM, W YCTAaHABIUBAIOTCS
obnagareneM KOHPUISHIIMAIBHOU HH(POPMAIIUH;

*(13) Ilox denepanbHBIMU OpraHamMu MPaBUTEIBLCTBEHHOM CBSI3U M MH(OpMaLuuU B
Hacrosmerd WHcTpykuuu mnoHumarotcss TiaBHble ynpaieHus DAIICU, ympaBinenus
OAIICH B penepanbHbIX OKpyrax, perioHajbHbIE YIPABICHUS PABUTEILCTBEHHON CBA3U
1 uH(GOpPMAIINH, LIEHTPBI IPABUTEIbCTBEHHON CBSI3H.
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IIpunoxenue 1

k UHcTpykuum (myHKT 26),
yTBep:kaAeHHoi npukazoMm @AIICU
ot 13 urons 2001 r. Ne 152

Tunosas popma
sKypHaaa nodksemMmsipuoro yuera CK3H, sxkcmiryaTaumoOHHON U TEXHUYECKOH
JOKYMEHTALMH K HUM, KJIHOYEBbIX JOKYMEHTOB (Il OpraHa Kpunrorpaguyeckou
3alIMThI)
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Ne HaumenoBanue Cepniinble Homepa 3x3emnispos OTMeTKa 0 NOTy4YeHUH OTtMmeTKa 0 paccbLIKe
n/n CK3WH, Homepa CK3U, (kpunrorpaguyeckne (nepenaue)
IKCINIYATAIMOHHON | JKCINIyaTallIOHHO HOMepa) KIKYeBbIX OT KoOro nosTy4eHs! HIN Jara u HOMep Komy Jarau Jara u HOMep
U TeXHUYeCKOM W ¥ TeXHUYeCcKOoil JOKYMEHTOB ®.1.0. cotpyaHuka CONPOBOANTEIBHOTO | Pa30CaAHBI HOMep MOATBEPKIACHUS
JOKYMEHTAIINU K JOKYMEHTAIINU K opraHa NHCbBMA WM AaTa (mepenaHbl) | COMPOBOIMT | MJIM PACIHCKA B
HHUM, KJIIOYeBbIX HHUM, HOMepa KpHNTOrpaduyeckoit WU3rOTOBJICHUS €JIbHOT0 NOJIy4YeHUH
JOKYMEHTOB cepuii KJII0YeBbIX 3aIlHUTHI, KJIIOYEeBBIX NnucbLMa
JOKYMEHTOB HU3rOTOBMBIIET0 JOKYMEHTOB U
KJIIOYeBbIe JOKYMEHThI pacnucka B
HU3rOTOBJICHUH
1 2 3 4 5 6 7 8 9
OT1MeTKa 0 BO3BpaTe Jarta BBO1a B Jara BbiBOA U3 Ot1MmeTka 00 ynnutoxxennu CK3HU, kiioueBbIx [Mpumeuyanue
nercTBHe JeHCcTBUA JIOKYMEHTOB
JdaTta u Homep JdaTta u Homep JdaTa yHuuTo:KeHUSsI Homep akTa win
COMPOBOANUTEJBHOI 0 MOATBEPKIACHUS pacnucka 06
NHCbMA YHHYTOKECHHH
10 11 12 13 14 15 16
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Ipunoxenue 2

Kk UncTpyknum (myHKT 26),
yrBep:xaeHHoil npukazom OAIICU PP
ot 13 urons 2001 r. Ne 152

Tunosas popma
sKypHaaa nodksemMmasipuoro yuera CK3H, sxkcmiryaTaiMmoOHHON U TEXHUYECKOH
AOKYMEHTALMH K HUM, KJIIOYeBbIX JOKYMEHTOB (11 00J1agaTenst
KOH(pHACHINANBbHOI HHGOPMALMHN)
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Ne i/ HaumenoBanue Cepniinbie HOMepa Homepa OTMeTKa 0 NOJTy4YeHUH OtmeTKa 0 BbIIaYe
CK3U, CK3W, IK3EeMILISIPOB Ot Koro JdaTa u Homep ®.1.0. JdaTa u pacnucka
IKCINIYATAIMOHHON | KCINIyaTallMOHHON | (KpunTorpaduyeckue MOJIy4YeHBbI COMPOBOANUTEILHOI 0 M0JIb30BaTeNs B NOJIy4CeHHH
U TeXHUYECKOI U TeXHUYECKOI HOMepa) KJII0YeBbIX nuchbMa CK31
JOKYMEHTAIINU K JOKYMEHTAIINU K JOKYMEHTOB
HHUM, KJIIO4YeBbIX HHM, HOMepa cepuii
JOKYMEHTOB KJIIOYeBBIX
JOKYMEHTOB
1 2 3 4 5 6 7 8
OtmeTka o nogkaodenun (yeranoske) CK3U Otmetka 00 m3bsaTun CK3U 13 annapaTHbIX cpecTB, YHHYTOKECHHH IIpumeuanne
KJIIOYEeBBIX 10KYMEHTOB
®.1.0. coTpyAHUKOB Jarta nogkJiroueHust Homepa anmapaTHbIX Jara u3baTus ®.1.0. coTpyAHUKOB Homep akTa niu
oprana (ycTaHOBKM) U CpelacTB, B KOTOpbIE (YHUYTOKEHUS) oprana pacnucka od
KpHNTOrpaduyeckoi MOAIHCH JIUII, YCTAHOBJIEHBI HJIU K KpHNTOrpaduyeckoi YHHYTOKEHHHU
3aIlUTHI, MPOU3BEAIINX KOTOPBIM 3aIlHUTHI,
nosbs3oBateas CK3U, MOJAKJIIOYeH e noakawdenbl CK3U nogbs3oBateas CK3U,
NMPOM3BeIIINX (ycTaHoOBKY) NMPOM3BOAUB M X
MOAKJIIOYCHHE U3bSATHE
(yCTaHOBKY) (YHUUTOKEHUE)
9 10 11 12 13 14 15
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IIpunoxenue 3

Kk UncTpyknum (myHkT 28),
yTBep:kaeHHoi npukazoMm @AIICU
ot 13 urons 2001 r. Ne 152

TunoBasi gopma TeXHHYECKOr0 (ANMAPATHOIO0) )KypHaJIa
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Ne i/ Hara Tun u 3anuce mo Hcnosb3yeMble KPUNTO KIKOYH OTMmeTKa 00 YHUUYTOKEHUH IIpumeuanne
cepHuiiHbIe 00C/Ty’)KUBAHUIO (cTupanum)
HOMepa CK3n Tun Cepniinblii, Homep Hdara Homnucn
HCIIO0Ib3yeMBbIX KJII0YEBOr0 | KPpUNTOrpadu4ecKuii pa3oBoro M0JIb30BaTeNs
CK3n JOKYMEHTa HOMep U HOMep KJIIOYEeBOro CK3n
JK3eMILIfApa HOCHTeJISl WIH
KJII0YEBOT0 3ol CK3U, B
JOKYMEHTa KOTOPYIO
BBe/ICHbI
KPHUINTO
KJIIOYH
1 2 3 4 5 6 7 8 9 10
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